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BACKGROUND DOCUMENTATION  
 

1 DIRECTIVE 2011/92/EU OF THE EUROPEAN PARLIAMENT 
AND OF THE COUNCIL of 13 December 2011 on combating the 
sexual abuse and sexual exploitation of children and child 
pornography, and replacing Council Framework Decision 
2004/68/JHA (OJ L335/1 - 17.12.2011) 

2 REPORT FROM THE COMMISSION TO THE EUROPEAN 
PARLIAMENT AND THE COUNCIL assessing the extent to 
which the Member States have taken the necessary measures in 
order to comply with Directive 2011/93/EU of 13 December 2011 
on combating the sexual abuse and sexual exploitation of 
children and child pornography (COM(2016) 871 final) 

3 REPORT FROM THE COMMISSION TO THE EUROPEAN 
PARLIAMENT AND THE COUNCIL assessing the 
implementation of the measures referred to in Article 25 of 
Directive 2011/93/EU of 13 December 2011 on combating the 
sexual abuse and sexual exploitation of children and child 
pornography (COM(2016) 872 final) 

4 Council of Europe Convention on the Protection of Children 
against Sexual Exploitation and Sexual Abuse, Lanzarote, 
25.10.2007 (Council of Europe Treaty Series-No. 201) 

5  Internet Organised Crime Threat Assessment (IOCTA) 2019 

 

 
A) European Criminal Law: the institutional framework  

   
A1) Main treaties and conventions  

 

A1-01 Protocol (No 36) on Transitional Provisions  

A2-02 Statewatch Analysis, “The Third Pillar acquis“ after the Treaty of 
Lisbon enters into force, Professor Steve Peers, University of 
Essex, Second Version, 1 December 2009 

A1-03 Consolidated version of the Treaty on the functioning of the 
European Union (OJ C115/47; 9.5.2008) – Title V (pages. 27-38) 

A1-04 Consolidated Version of the Treaty on the European Union (OJ 
C321 E/1;, 29.12.2006, P. 5) – Title VI (pages 23-31) 

A1-05 Charter of fundamental rights of the European Union (OJ. C 
364/1; 18.12.2000) 

A1-06 Explanations relating to the Charter of Fundamental Rights 
(2007/C 303/02) 

A1-07 Convention implementing the Schengen Agreement of 14 June 
1985  (OJ L 239; 22.9.2000, P. 19) 

http://www.law.tohoku.ac.jp/~schaefer/documents/LT_protocol_36_transitional_provisions.pdf
http://www.statewatch.org/analyses/no-88-analysis-third%20pillar-ver2.pdf
http://www.statewatch.org/analyses/no-88-analysis-third%20pillar-ver2.pdf
http://www.statewatch.org/analyses/no-88-analysis-third%20pillar-ver2.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2008:115:0047:0199:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2008:115:0047:0199:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2006:321E:0001:0331:EN:pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2006:321E:0001:0331:EN:pdf
http://www.europarl.europa.eu/charter/pdf/text_en.pdf
http://www.europarl.europa.eu/charter/pdf/text_en.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2007:303:0017:0035:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2007:303:0017:0035:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:239:0001:0473:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:239:0001:0473:EN:PDF
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A2) Court of Justice of the European Union 

 

A2-01 Consolidated Version of the Statute of the Court of Justice of the 
European Union (01.07.2013) 

A2-02 Consolidated version of the Rules of Procedure of the Court of 
Justice of 25 September 2012 

 
 
A3) The EU’s competence in criminal matters 
 

A3-01 Case C-440/05, ship-source pollution, Commission v. Council 
[2007] ECR I-0000, Judgement of 23 October 2007 

A3-02 Case C-176/03 Commission v. Council [2005] ECR I-07879, 
Judgement of 13 September 2005 

 
 A4) European Convention on Human Rights (ECHR) 

 

A4-01 Convention for the Protection of Human Rights and Fundamental 
Freedoms as amended by Protocols No. 11 and No. 14 together 
with additional protocol and protocols no. 4, 6, 7, 12 and 13, 
Council of Europe  

A4-02 Case of Salduz v. Turkey (Application no. 36391/02), Judgment, 
European Court of Human Rights, Strasbourg, 27 November 
2008  

 

 
 B) From mutual legal assistance to mutual recognition 
 
  B1) Main instruments 
 

B1-01 Council Framework Decision 2009/948/JHA of 30 November 
2009 on prevention and settlement of conflicts of exercise of 
jurisdiction in criminal proceedings (OJ L 328/42; 15.12.2009, 
P.42) 

B1-02 Council Act of 16 October 2001 establishing in accordance with 
Article 34 of the Treaty on European Union, the Protocol to the 
Convention on Mutual Assistance in Criminal Matters between 
the Member States of the European Union 
(2001/C 326/01), (OJ C 326/01; 21.11.2001,P. 1) 

B1-03 Council Act of 29 May 2000 establishing in accordance with 
Article 34 of the Treaty on European Union the Convention on 
Mutual Assistance in Criminal Matters between the Member 
States of the European Union (OJ C 197/1; 12.7.2000, P. 1) 

B1-04 Second Additional Protocol to the European Convention on 
Mutual Assistance in Criminal Matters (Strasbourg, 8.XI.2001) 

B1-05 Additional Protocol to the European Convention on Mutual 
Assistance in Criminal Matters (Strasbourg, 17.III.1978) 

B1-06 European Convention on Mutual Assistance in Criminal Matters 
(Strasbourg, 20.IV.1959) 

B1-07 Third Additional Protocol to the European Convention on 
Extradition (Strasbourg, 10.XI.2010) 

B1-08 Second Additional Protocol to the European Convention on 
Extradition (Strasbourg, 17.III.1978)  

http://curia.europa.eu/jcms/upload/docs/application/pdf/2012-10/staut_cons_en.pdf
http://curia.europa.eu/jcms/upload/docs/application/pdf/2012-10/staut_cons_en.pdf
http://curia.europa.eu/jcms/upload/docs/application/pdf/2012-10/rp_en.pdf
http://curia.europa.eu/jcms/upload/docs/application/pdf/2012-10/rp_en.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62005J0440:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62005J0440:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62003J0176:EN:HTML
http://conventions.coe.int/treaty/en/treaties/html/005.htm
http://conventions.coe.int/treaty/en/treaties/html/005.htm
http://conventions.coe.int/treaty/en/treaties/html/005.htm
http://conventions.coe.int/treaty/en/treaties/html/005.htm
https://www.unodc.org/tldb/pdf/CASE_OF_SALDUZ_v._TURKEY.doc
https://www.unodc.org/tldb/pdf/CASE_OF_SALDUZ_v._TURKEY.doc
https://www.unodc.org/tldb/pdf/CASE_OF_SALDUZ_v._TURKEY.doc
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
http://www.ejtn.eu/PageFiles/7682/B_3_11_Protocole_Convention_2000.pdf
http://www.ejtn.eu/PageFiles/7682/B_3_11_Protocole_Convention_2000.pdf
http://www.ejtn.eu/PageFiles/7682/B_3_11_Protocole_Convention_2000.pdf
http://www.ejtn.eu/PageFiles/7682/B_3_11_Protocole_Convention_2000.pdf
http://www.ejtn.eu/PageFiles/7682/B_3_11_Protocole_Convention_2000.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2000:197:0001:0023:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2000:197:0001:0023:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2000:197:0001:0023:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2000:197:0001:0023:EN:PDF
http://conventions.coe.int/Treaty/EN/Treaties/Html/182.htm
http://conventions.coe.int/Treaty/EN/Treaties/Html/182.htm
http://conventions.coe.int/Treaty/en/Treaties/Word/099.doc
http://conventions.coe.int/Treaty/en/Treaties/Word/099.doc
http://conventions.coe.int/treaty/en/Treaties/Html/030.htm
http://conventions.coe.int/treaty/en/Treaties/Html/030.htm
http://conventions.coe.int/Treaty/EN/Treaties/Html/209.htm
http://conventions.coe.int/Treaty/EN/Treaties/Html/209.htm
http://conventions.coe.int/Treaty/en/Treaties/Html/098.htm
http://conventions.coe.int/Treaty/en/Treaties/Html/098.htm
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B1-09 Additional Protocol to the European Convention on Extradition 
(Strasbourg, 15.X.1975) 

B1-10  European Convention on Extradition (Strasbourg, 13.XII.1957) 
 

 

  B2) Mutual recognition in practice: the European Arrest Warrant 
 

B2-01 Council Framework Decision 2009/299/JHA of 26 February 2009 
amending Framework Decisions 2002/584/JHA, 2005/214/JHA, 
2006/783/JHA, 2008/909/JHA and 2008/947/JHA, thereby 
enhancing the procedural rights of persons and fostering the 
application of the principle of mutual recognition to decisions 
rendered in the absence of the person concerned at the trial (OJ 
L 81/24; 27.3.2009) 

B2-02 Council Framework Decision of 13 June 2002 on the European 
arrest warrant and the surrender procedures between Member 
States (OJ L 190/1; 18.7.2002, P. 1) 

B2-03 Case C-399/11 Stefano Melloni v Ministerio Fiscal, Judgment of 
of 26 February 2013 

B2-04 Case C-396/11 Ciprian Vasile Radu, Judgment of 29 January 
2013  

B2-05 C-261/09 Mantello, Judgement of 16 November 2010 

B2-06 C-123/08 Wolzenburg, Judgement of 6 October 2009 

B2-07 C-388/08 Leymann and Pustovarov, Judgement of 1 December 
2008 

B2-08 C-296/08 Goicoechea, Judgement of 12 August 2008 

B2-09 C-66/08 Szymon Kozlowski, Judgement of 17 July 2008 

B2-10 C-303/05 Wereld/Ministerraad, Judgment of the Court of 3 May 
2007 

 
 

B3) Mutual recognition in practice: sanctions 
 

B3-01 Proposal for a Directive on the freezing and confiscation of 
proceeds of crime in the European Union (COM(2012) 85 final; 
12.3.2012) 

B3-02 Council Framework Decision 2009/829/JHA of 23 October 2009 
on the application, between Member States of the European 
Union, of the principle of mutual recognition to decisions on 
supervision measures as an alternative to provisional detention 
(OJ L 294/20; 11.11.2009) 

B3-03 Council Framework Decision 2008/947/JHA on the application of 
the principle of mutual recognition to judgments and probation 
decisions with a view to the supervision of probation measures 
and alternative sanctions (OJ L 337/102; 16.12.2008) 

B3-04 Council Framework Decision 2008/909/JHA of 27 November 
2008 on the application of the principle of mutual recognition to 
judgments in criminal matters imposing custodial sentences or 
measures involving deprivation of liberty for the purpose of their 
enforcement in the European Union (OJ L 327/27; 5.12.2008) 

B3-05 Council Framework Decision 2008/675/JHA of 24 July 2008 on 
taking account of convictions in the Member States of the 
European Union in the course of new criminal proceedings (OJ L 
220/32; 15.08.2008) 

B3-06 Council Framework Decision of 6 October 2006 on the 
application of the principle of mutual recognition to confiscation 

http://conventions.coe.int/Treaty/en/Treaties/Html/086.htm
http://conventions.coe.int/Treaty/en/Treaties/Html/086.htm
http://conventions.coe.int/Treaty/en/Treaties/Html/024.htm
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:081:0024:0036:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:081:0024:0036:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:081:0024:0036:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:081:0024:0036:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:081:0024:0036:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:081:0024:0036:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2002:190:0001:0018:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2002:190:0001:0018:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2002:190:0001:0018:EN:PDF
http://curia.europa.eu/juris/document/document.jsf?text=&docid=134203&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5304059
http://curia.europa.eu/juris/document/document.jsf?text=&docid=134203&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5304059
http://curia.europa.eu/juris/document/document.jsf?text=&docid=132981&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5304059
http://curia.europa.eu/juris/document/document.jsf?text=&docid=132981&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=5304059
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62009J0261:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62008J0123:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62008J0388:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62008J0296:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2008:223:0018:0019:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62005J0303:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0085:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0085:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0085:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:294:0020:0040:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:294:0020:0040:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:294:0020:0040:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:294:0020:0040:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:294:0020:0040:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:337:0102:0122:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:337:0102:0122:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:337:0102:0122:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:337:0102:0122:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:327:0027:0046:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:327:0027:0046:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:327:0027:0046:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:327:0027:0046:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:327:0027:0046:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:220:0032:0034:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:220:0032:0034:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:220:0032:0034:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:220:0032:0034:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:328:0059:0078:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:328:0059:0078:EN:PDF
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orders (OJ L 328/59, 24.11.2006, P.59) 

B3-07 Council Framework Decision of 24 February 2005 on the 
application of the principle of mutual recognition to financial 
penalties (OJ L 76/16, 22.3.2005, P.16) 

B3-08 Council Framework Decision of 24 February 2005 on 
Confiscation of Crime-Related Proceeds, Instrumentalities and 
Property (OJ L 68/49, 1.3.2005, P. 49) 

 
 B4) Mutual recognition in practice: evidence 
 

B4-01 Directive 2014/41/EU of 3 April 2014 regarding the European 
Investigation Order in criminal matters (OJ L 130/1; 1.5.2014) 

B4-02 Council Framework Decision 2008/978/JHA of 18 December 
2008 on the European evidence warrant for the purpose of 
obtaining objects, documents and data for use in proceedings in 
criminal matters (OJ L, 350/72, 30.12.2008) 

B4-03 Council Framework Decision 2003/577/JHA of 22 July 2003 
on the execution in the European Union of orders freezing 
property or evidence (OJ L 196/45; 2.8.2003) 

 

 

 B5) Criminal records 
 

B5-01 Council Decision 2009/316/JHA of 6 April 2009 on the 
establishment of the European Criminal Records Information 
System (ECRIS) in application of Article 11 of Framework 
Decision 2009/315/JHA (OJ L 93/33; 7.4.2009, P. 33) 

B5-02 Council Framework Decision 2009/315/JHA of 26 February 2009 
on the organisation and content of the exchange of information 
extracted from the criminal record between Member States (OJ L 
93/23; 07.4.2009) 

B5-03 Council Decision on the exchange of information extracted from 
criminal records – Manual of Procedure (6397/5/06 REV 5; 
15.1.2007) 

B5-04 
 

Council Decision 2005/876/JHA of 21 November 2005 on the 
exchange of information extracted from the criminal record (OJ L 
322/33; 9.12.2005) 

 
 

 C) Procedural guarantees in the EU 
 

C-01 Proposal for a Directive on provisional legal aid for suspects or 
accused persons deprived of liberty and legal aid in European 
arrest warrant proceedings (COM(2013) 824 final; 27.11.2013) 

C-02 Proposal for a Directive on procedural safeguards for children 
suspected or accused in criminal proceedings (COM(2013) 822 
final;27.11.2013) 

C-03 Proposal for a Directive on the strengthening of certain aspects 
of the presumption of innocence and of the right to be present at 
trial in criminal proceedings (COM(2013) 821 final; 27.11.2013) 

C-04 Directive 2013/48/EU of 22 October 2013 on the right of access 
to a lawyer in criminal proceedings and in European arrest 
warrant proceedings, and on the right to have a third party 
informed upon deprivation of liberty and to communicate with 
third persons and with consular authorities while deprived of 
liberty (OJ L 294/1; 6.11.2013) 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:328:0059:0078:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:076:0016:0030:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:076:0016:0030:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:076:0016:0030:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:068:0049:0051:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:068:0049:0051:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:068:0049:0051:EN:PDF
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014L0041&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014L0041&from=EN
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:350:0072:0092:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:350:0072:0092:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:350:0072:0092:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:350:0072:0092:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2003:196:0045:0055:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2003:196:0045:0055:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2003:196:0045:0055:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0033:0048:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0033:0048:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0033:0048:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0033:0048:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://register.consilium.europa.eu/pdf/en/06/st06/st06397-re05.en06.pdf
http://register.consilium.europa.eu/pdf/en/06/st06/st06397-re05.en06.pdf
http://register.consilium.europa.eu/pdf/en/06/st06/st06397-re05.en06.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:322:0033:0037:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:322:0033:0037:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:322:0033:0037:EN:PDF
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52013PC0824&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52013PC0824&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52013PC0824&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52013PC0822&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52013PC0822&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52013PC0822&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52013PC0821&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52013PC0821&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52013PC0821&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
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C-05 Directive 2012/13/EU of the European Parliament and of the 
Council of 22 May 2012 on the right to information in criminal 
proceedings (1.6.2012; OJ L 142/1) 

C-06 Strengthening mutual trust in the European judicial area – A 
Green Paper on the application of EU criminal justice legislation 
in the field of detention (COM(2011) 327 final; 14.6.2011) 

C-07 Directive 2010/64/EU of the European Parliament and of the 
Council of 20 October 2010 on the right to interpretation and 
translation in criminal proceedings (OJ L 280/1; 26.10.2010) 

C-08 Resolution of the Council of 30 November 2009 on a Roadmap 
for strengthening procedural rights of suspected or accused 
persons in criminal proceedings (OJ C 295/1; 4.12.2009) 

 
 

D) Victims’ rights 
 

D-01 Regulation (EU) No 606/2013 of 12 June 2013 on mutual 
recognition of protection measures in civil matters (OJ L 181/4; 
29.6.2013) 

D-02 Directive 2012/29/EU of the European Parliament and of the 
Council of 25 October 2012 establishing minimum standards on 
the rights, support and protection of victims of crime, and  
replacing Council Framework Decision 2001/220/JHA 
(14.11.2012; OJ L 315/57) 

D-03 Directive 2011/99/EU of 13 December 2011 on the European 
protection order (OJ L 338/2; 21.12.2011) 

D-04 Council Directive 2004/80/EC of 29 April 2004 relating to 
compensation to crime victims (OJ L 261/15; 6.8.2004) 

D-05 Council Framework Decision of 15 March 2001 on the standing of 
victims in criminal procedures (OJ L 82/1; 22.03.2001) 

 
  

E) Cybercrime - Council of Europe 
 

E-01 Additional Protocol to the Convention on cybercrime, concerning 
the criminalisation of acts of a racist and xenophobic nature 
committed through computer systems (Strasbourg, 28.I.2003) 

E-02 Convention on Cybercrime (Budapest, 23.XI.2001) 

 
 

F) Cybercrime – European Union 
 

F-01 Directive 2013/40/EU of the European Parliament and of the 
Council of 12 august 2013 on attacks against information 
systems and replacing Council Framework Decision 
2005/222/JHA (Official Journal L 218/8 of 14.08.2013 

F-02 Directive 2011/92/EU of the European Parliament and of the 
Council of 13 December 2011 on combating the sexual abuse 
and sexual exploitation of children and child pornography, and 
replacing Council Framework Decision 2004/68/JHA (Official 
Journal L 335/1 of 17.12.2011) 

 
 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://ec.europa.eu/justice/policies/criminal/procedural/docs/com_2011_327_en.pdf
http://ec.europa.eu/justice/policies/criminal/procedural/docs/com_2011_327_en.pdf
http://ec.europa.eu/justice/policies/criminal/procedural/docs/com_2011_327_en.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2009:295:0001:0003:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2009:295:0001:0003:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2009:295:0001:0003:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:181:0004:0012:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:181:0004:0012:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:181:0004:0012:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:315:0057:0073:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:315:0057:0073:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:315:0057:0073:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:315:0057:0073:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:315:0057:0073:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:338:0002:0018:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:338:0002:0018:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2004:261:0015:0018:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2004:261:0015:0018:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2001:082:0001:0004:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2001:082:0001:0004:EN:PDF
http://conventions.coe.int/Treaty/en/Treaties/Word/189.doc
http://conventions.coe.int/Treaty/en/Treaties/Word/189.doc
http://conventions.coe.int/Treaty/en/Treaties/Word/189.doc
http://conventions.coe.int/Treaty/en/Treaties/Word/185.doc
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:218:0008:0014:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:218:0008:0014:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:218:0008:0014:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2013:218:0008:0014:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:335:0001:0014:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:335:0001:0014:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:335:0001:0014:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:335:0001:0014:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:335:0001:0014:EN:PDF
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• For a comprehensive overview of the legal instruments in the field of cybercrime please 
consult the ERA e-library at the following address: http://www.era-
comm.eu/Cybercrime/library.html 

 
 
 

G) Electronic Evidence 
 

G-01 ENISA 2014 - Electronic evidence - a basic guide for First 
Responders (Good practice material for CERT first responders) 

G-02 Guidelines on Digital Forensic Procedures for OLAF Staff” (Ref. 
Ares(2013)3769761 - 19/12/2013, 1 January 2014 

G-03 ACPO Good Practice Guide for Digital Evidence (March 2012) 

G-04 Directive 2014/41/EU of the European Parliament and of the 
Council of 3 April 2014 regarding the European Investigation 
Order in criminal matters (Official Journal  L 130/1 01.05.2014) 

G-05 Council Framework Decision 2008/978/JHA of 18 December 
2008 on the European evidence warrant for the purpose of 
obtaining objects, documents and data for use in proceedings in 
criminal matters (Official Journal L 350/72, 30.12.2008) 

G-06 Directive 2000/31/EC of the European Parliament and of the 
Council of 8 June 2000 on certain legal aspects of information 
society services, in particular electronic commerce, in the Internal 
Market (Directive on electronic commerce) (Official Journal L 
178/1, 17.7.2000) 

G-07 Communication from the Commission to the European 
Parliament, the Council, the Economic and Social Committee and 
the Committee of the Regions ensuring security and trust in 
electronic communication - Towards a European Framework for 
Digital Signatures and Encryption (COM (97) 503), October 1997 
 

 
 
 

http://www.era-comm.eu/Cybercrime/library.html
http://www.era-comm.eu/Cybercrime/library.html
https://www.enisa.europa.eu/activities/cert/support/fight-against-cybercrime/electronic-evidence-a-basic-guide-for-first-responders
https://www.enisa.europa.eu/activities/cert/support/fight-against-cybercrime/electronic-evidence-a-basic-guide-for-first-responders
http://ec.europa.eu/anti_fraud/documents/forensics/guidelines_en.pdf
http://ec.europa.eu/anti_fraud/documents/forensics/guidelines_en.pdf
http://www.digital-detective.net/digital-forensics-documents/ACPO_Good_Practice_Guide_for_Digital_Evidence_v5.pdf
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014L0041&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014L0041&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014L0041&from=EN
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:350:0072:0092:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:350:0072:0092:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:350:0072:0092:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:350:0072:0092:en:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:en:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32000L0031:en:HTML
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/eu-october-8-97.html
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(Legislative acts) 

DIRECTIVES 

DIRECTIVE 2011/92/EU OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 

of 13 December 2011 

on combating the sexual abuse and sexual exploitation of children and child pornography, and 
replacing Council Framework Decision 2004/68/JHA 

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE 
EUROPEAN UNION, 

Having regard to the Treaty on the Functioning of the European 
Union, and in particular Article 82(2) and Article 83(1) thereof, 

Having regard to the proposal from the European Commission, 

After transmission of the draft legislative act to the national 
parliaments, 

Having regard to the opinion of the European Economic and 
Social Committee ( 1 ), 

After consulting the Committee of the Regions, 

Acting in accordance with the ordinary legislative procedure ( 2 ), 

Whereas: 

(1) Sexual abuse and sexual exploitation of children, 
including child pornography, constitute serious violations 
of fundamental rights, in particular of the rights of 
children to the protection and care necessary for their 
well-being, as provided for by the 1989 United Nations 
Convention on the Rights of the Child and by the 
Charter of Fundamental Rights of the European 
Union ( 3 ). 

(2) In accordance with Article 6(1) of the Treaty on 
European Union, the Union recognises the rights, 
freedoms and principles set out in the Charter of Funda­
mental Rights of the European Union, in which 
Article 24(2) provides that in all actions relating to 
children, whether taken by public authorities or private 

institutions, the child’s best interests must be a primary 
consideration. Moreover, the Stockholm Programme — 
An Open and Secure Europe Serving and Protecting 
Citizens ( 4 ) gives a clear priority to combating the 
sexual abuse and sexual exploitation of children and 
child pornography. 

(3) Child pornography, which consists of images of child 
sexual abuse, and other particularly serious forms of 
sexual abuse and sexual exploitation of children are 
increasing and spreading through the use of new tech­
nologies and the Internet. 

(4) Council Framework Decision 2004/68/JHA of 
22 December 2003 on combating the sexual exploitation 
of children and child pornography ( 5 ) approximates 
Member States’ legislation to criminalise the most 
serious forms of child sexual abuse and sexual exploi­
tation, to extend domestic jurisdiction, and to provide 
for a minimum level of assistance for victims. Council 
Framework Decision 2001/220/JHA of 15 March 2001 
on the standing of victims in criminal proceedings ( 6 ) 
establishes a set of victims’ rights in criminal proceedings, 
including the right to protection and compensation. 
Moreover, the coordination of prosecution of cases of 
sexual abuse, sexual exploitation of children and child 
pornography will be facilitated by the implementation 
of Council Framework Decision 2009/948/JHA of 
30 November 2009 on prevention and settlement of 
conflicts of exercise of jurisdiction in criminal 
proceedings ( 7 ). 

(5) In accordance with Article 34 of the United Nations 
Convention on the Rights of the Child, States Parties 
undertake to protect the child from all forms of sexual 
exploitation and sexual abuse. The 2000 United Nations 
Optional Protocol to the Convention on the Rights of the 
Child on the sale of children, child prostitution and child 
pornography and, in particular, the 2007 Council
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( 1 ) OJ C 48, 15.2.2011, p. 138. 
( 2 ) Position of the European Parliament of 27 October 2011 (not yet 

published in the Official Journal) and decision of the Council of 
15 November 2011. 

( 3 ) OJ C 364, 18.12.2000, p. 1. 

( 4 ) OJ C 115, 4.5.2010, p. 1. 
( 5 ) OJ L 13, 20.1.2004, p. 44. 
( 6 ) OJ L 82, 22.3.2001, p. 1. 
( 7 ) OJ L 328, 15.12.2009, p. 42.



of Europe Convention on the Protection of Children 
against Sexual Exploitation and Sexual Abuse are 
crucial steps in the process of enhancing international 
cooperation in this field. 

(6) Serious criminal offences such as the sexual exploitation 
of children and child pornography require a compre­
hensive approach covering the prosecution of offenders, 
the protection of child victims, and prevention of the 
phenomenon. The child’s best interests must be a 
primary consideration when carrying out any measures 
to combat these offences in accordance with the Charter 
of Fundamental Rights of the European Union and the 
United Nations Convention on the Rights of the Child. 
Framework Decision 2004/68/JHA should be replaced by 
a new instrument providing such comprehensive legal 
framework to achieve that purpose. 

(7) This Directive should be fully complementary with 
Directive 2011/36/EU of the European Parliament and 
of the Council of 5 April 2011 on preventing and 
combating trafficking in human beings and protecting 
its victims, and replacing Council Framework Decision 
2002/629/JHA ( 1 ), as some victims of human trafficking 
have also been child victims of sexual abuse or sexual 
exploitation. 

(8) In the context of criminalising acts related to porno­
graphic performance, this Directive refers to such acts 
which consist of an organised live exhibition, aimed at 
an audience, thereby excluding personal face-to-face 
communication between consenting peers, as well as 
children over the age of sexual consent and their 
partners from the definition. 

(9) Child pornography frequently includes images recording 
the sexual abuse of children by adults. It may also 
include images of children involved in sexually explicit 
conduct, or of their sexual organs, where such images are 
produced or used for primarily sexual purposes and 
exploited with or without the child’s knowledge. 
Furthermore, the concept of child pornography also 
covers realistic images of a child, where a child is 
engaged or depicted as being engaged in sexually 
explicit conduct for primarily sexual purposes. 

(10) Disability, by itself, does not automatically constitute an 
impossibility to consent to sexual relations. However, the 
abuse of the existence of such a disability in order to 
engage in sexual activities with a child should be crimi­
nalised. 

(11) In adopting legislation on substantive criminal law, the 
Union should ensure consistency of such legislation in 
particular with regard to the level of penalties. The 
Council conclusions of 24 and 25 April 2002 on the 
approach to apply regarding approximation of penalties, 
which indicate four levels of penalties, should be kept in 

mind in the light of the Lisbon Treaty. This Directive, 
because it contains an exceptionally high number of 
different offences, requires, in order to reflect the 
various degrees of seriousness, a differentiation in the 
level of penalties which goes further than what should 
usually be provided in Union legal instruments. 

(12) Serious forms of sexual abuse and sexual exploitation of 
children should be subject to effective, proportionate and 
dissuasive penalties. This includes, in particular, various 
forms of sexual abuse and sexual exploitation of children 
which are facilitated by the use of information and 
communication technology, such as the online solici­
tation of children for sexual purposes via social 
networking websites and chat rooms. The definition of 
child pornography should also be clarified and brought 
closer to that contained in international instruments. 

(13) The maximum term of imprisonment provided for in this 
Directive for the offences referred to therein should apply 
at least to the most serious forms of such offences. 

(14) In order to reach the maximum term of imprisonment 
provided for in this Directive for offences concerning 
sexual abuse and sexual exploitation of children and 
child pornography, Member States may combine, taking 
into account their national law, the imprisonment terms 
provided for in national legislation in respect of those 
offences. 

(15) This Directive obliges Member States to provide for 
criminal penalties in their national legislation in respect 
of the provisions of Union law on combating sexual 
abuse, sexual exploitation of children and child 
pornography. This Directive creates no obligations 
regarding the application of such penalties, or any 
other available system of law enforcement, in individual 
cases. 

(16) Especially for those cases where the offences referred to 
in this Directive are committed with the purpose of 
financial gain, Member States are invited to consider 
providing for the possibility to impose financial 
penalties in addition to imprisonment. 

(17) In the context of child pornography, the term ‘without 
right’ allows Member States to provide a defence in 
respect of conduct relating to pornographic material 
having for example, a medical, scientific or similar 
purpose. It also allows activities carried out under 
domestic legal powers, such as the legitimate possession 
of child pornography by the authorities in order to 
conduct criminal proceedings or to prevent, detect or 
investigate crime. Furthermore, it does not exclude legal 
defences or similar relevant principles that relieve a 
person of responsibility under specific circumstances, 
for example where telephone or Internet hotlines carry 
out activities to report those cases.

EN L 335/2 Official Journal of the European Union 17.12.2011 
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(18) Knowingly obtaining access, by means of information 
and communication technology, to child pornography 
should be criminalised. To be liable, the person should 
both intend to enter a site where child pornography is 
available and know that such images can be found there. 
Penalties should not be applied to persons inadvertently 
accessing sites containing child pornography. The inten­
tional nature of the offence may notably be deduced 
from the fact that it is recurrent or that the offence 
was committed via a service in return for payment. 

(19) Solicitation of children for sexual purposes is a threat 
with specific characteristics in the context of the 
Internet, as the latter provides unprecedented 
anonymity to users because they are able to conceal 
their real identity and personal characteristics, such as 
their age. At the same time, Member States acknowledge 
the importance of also combating the solicitation of a 
child outside the context of the Internet, in particular 
where such solicitation is not carried out by using 
information and communication technology. Member 
States are encouraged to criminalise the conduct where 
the solicitation of a child to meet the offender for sexual 
purposes takes place in the presence or proximity of the 
child, for instance in the form of a particular preparatory 
offence, attempt to commit the offences referred to in 
this Directive or as a particular form of sexual abuse. 
Whichever legal solution is chosen to criminalise 
‘off-line grooming’, Member States should ensure that 
they prosecute the perpetrators of such offences one 
way or another. 

(20) This Directive does not govern Member States’ policies 
with regard to consensual sexual activities in which 
children may be involved and which can be regarded 
as the normal discovery of sexuality in the course of 
human development, taking account of the different 
cultural and legal traditions and of new forms of estab­
lishing and maintaining relations among children and 
adolescents, including through information and 
communication technologies. These issues fall outside 
of the scope of this Directive. Member States which 
avail themselves of the possibilities referred to in this 
Directive do so in the exercise of their competences. 

(21) Member States should provide for aggravating circum­
stances in their national law in accordance with the 
applicable rules established by their legal systems on 
aggravating circumstances. They should ensure that 
those aggravating circumstances are available for judges 
to consider when sentencing offenders, although there is 
no obligation on judges to apply those aggravating 
circumstances. The aggravating circumstances should 
not be provided for in Member States’ law when 
irrelevant taking into account the nature of the specific 
offence. The relevance of the various aggravating circum­
stances provided for in this Directive should be evaluated 
at national level for each of the offences referred to in 
this Directive. 

(22) Physical or mental incapacity under this Directive should 
be understood as also including the state of physical or 
mental incapacity caused by the influence of drugs and 
alcohol. 

(23) In combating sexual exploitation of children, full use 
should be made of existing instruments on the seizure 
and confiscation of the proceeds of crime, such as the 
United Nations Convention against Transnational 
Organized Crime and the Protocols thereto, the 1990 
Council of Europe Convention on Laundering, Search, 
Seizure and Confiscation of the Proceeds from Crime, 
Council Framework Decision 2001/500/JHA of 26 June 
2001 on money laundering, the identification, tracing, 
freezing, seizing and confiscation of instrumentalities 
and the proceeds of crime ( 1 ), and Council Framework 
Decision 2005/212/JHA of 24 February 2005 on Confis­
cation of Crime Related Proceeds, Instrumentalities and 
Property ( 2 ). The use of seized and confiscated instrumen­
talities and the proceeds from the offences referred to in 
this Directive to support victims’ assistance and 
protection should be encouraged. 

(24) Secondary victimisation should be avoided for victims of 
offences referred to in this Directive. In Member States 
where prostitution or the appearance in pornography is 
punishable under national criminal law, it should be 
possible not to prosecute or impose penalties under 
those laws where the child concerned has committed 
those acts as a result of being victim of sexual exploi­
tation or where the child was compelled to participate in 
child pornography. 

(25) As an instrument of approximation of criminal law, this 
Directive provides for levels of penalties which should 
apply without prejudice to the specific criminal policies 
of the Member States concerning child offenders. 

(26) Investigating offences and bringing charges in criminal 
proceedings should be facilitated, to take into account 
the difficulty for child victims of denouncing sexual 
abuse and the anonymity of offenders in cyberspace. 
To ensure successful investigations and prosecutions of 
the offences referred to in this Directive, their initiation 
should not depend, in principle, on a report or accu­
sation made by the victim or by his or her representative. 
The length of the sufficient period of time for pros­
ecution should be determined in accordance with 
national law. 

(27) Effective investigatory tools should be made available to 
those responsible for the investigation and prosecutions
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of the offences referred to in this Directive. Those tools 
could include interception of communications, covert 
surveillance including electronic surveillance, monitoring 
of bank accounts or other financial investigations, taking 
into account, inter alia, the principle of proportionality 
and the nature and seriousness of the offences under 
investigation. Where appropriate, and in accordance 
with national law, such tools should also include the 
possibility for law enforcement authorities to use a 
concealed identity on the Internet. 

(28) Member States should encourage any person who has 
knowledge or suspicion of the sexual abuse or sexual 
exploitation of a child to report to the competent 
services. It is the responsibility of each Member State 
to determine the competent authorities to which such 
suspicions may be reported. Those competent authorities 
should not be limited to child protection services or 
relevant social services. The requirement of suspicion 
‘in good faith’ should be aimed at preventing the 
provision being invoked to authorise the denunciation 
of purely imaginary or untrue facts carried out with 
malicious intent. 

(29) Rules on jurisdiction should be amended to ensure that 
sexual abusers or sexual exploiters of children from the 
Union face prosecution even if they commit their crimes 
outside the Union, in particular via so-called sex tourism. 
Child sex tourism should be understood as the sexual 
exploitation of children by a person or persons who 
travel from their usual environment to a destination 
abroad where they have sexual contact with children. 
Where child sex tourism takes place outside the Union, 
Member States are encouraged to seek to increase, 
through the available national and international 
instruments including bilateral or multilateral treaties 
on extradition, mutual assistance or a transfer of the 
proceedings, cooperation with third countries and inter­
national organisations with a view to combating sex 
tourism. Member States should foster open dialogue 
and communication with countries outside the Union 
in order to be able to prosecute perpetrators, under the 
relevant national legislation, who travel outside the 
Union borders for the purposes of child sex tourism. 

(30) Measures to protect child victims should be adopted in 
their best interest, taking into account an assessment of 
their needs. Child victims should have easy access to legal 
remedies and measures to address conflicts of interest 
where sexual abuse or sexual exploitation of a child 
occurs within the family. When a special representative 
should be appointed for a child during a criminal inves­
tigation or proceeding, this role may be also carried out 
by a legal person, an institution or an authority. 
Moreover, child victims should be protected from 
penalties, for example under national legislation on pros­
titution, if they bring their case to the attention of 

competent authorities. Furthermore, participation in 
criminal proceedings by child victims should not cause 
additional trauma to the extent possible, as a result of 
interviews or visual contact with offenders. A good 
understanding of children and how they behave when 
faced with traumatic experiences will help to ensure a 
high quality of evidence-taking and also reduce the stress 
placed on children when carrying out the necessary 
measures. 

(31) Member States should consider giving short and long 
term assistance to child victims. Any harm caused by 
the sexual abuse and sexual exploitation of a child is 
significant and should be addressed. Because of the 
nature of the harm caused by sexual abuse and sexual 
exploitation, such assistance should continue for as long 
as necessary for the child’s physical and psychological 
recovery and may last into adulthood if necessary. 
Assistance and advice should be considered to be 
extended to parents or guardians of the child victims 
where they are not involved as suspects in relation to 
the offence concerned, in order to help them to assist 
child victims throughout the proceedings. 

(32) Framework Decision 2001/220/JHA establishes a set of 
victims’ rights in criminal proceedings, including the 
right to protection and compensation. In addition child 
victims of sexual abuse, sexual exploitation and child 
pornography should be given access to legal counselling 
and, in accordance with the role of victims in the 
relevant justice systems, to legal representation, 
including for the purpose of claiming compensation. 
Such legal counselling and legal representation could 
also be provided by the competent authorities for the 
purpose of claiming compensation from the State. The 
purpose of legal counselling is to enable victims to be 
informed and receive advice about the various possi­
bilities open to them. Legal counselling should be 
provided by a person having received appropriate legal 
training without necessarily being a lawyer. Legal coun­
selling and, in accordance with the role of victims in the 
relevant justice systems, legal representation should be 
provided free of charge, at least when the victim does 
not have sufficient financial resources, in a manner 
consistent with the internal procedures of Member States. 

(33) Member States should undertake action to prevent or 
prohibit acts related to the promotion of sexual abuse 
of children and child sex tourism. Different preventative 
measures could be considered, such as the drawing up 
and reinforcement of a code of conduct and self-regu­
latory mechanisms in the tourism industry, the setting-up 
of a code of ethics or ‘quality labels’ for tourist organi­
sations combating child sex tourism, or establishing an 
explicit policy to tackle child sex tourism.

EN L 335/4 Official Journal of the European Union 17.12.2011



(34) Member States should establish and/or strengthen 
policies to prevent sexual abuse and sexual exploitation 
of children, including measures to discourage and reduce 
the demand that fosters all forms of sexual exploitation 
of children, and measures to reduce the risk of children 
becoming victims, by means of, information and 
awareness-raising campaigns, and research and 
education programmes. In such initiatives, Member 
States should adopt a child-rights based approach. 
Particular care should be taken to ensure that 
awareness-raising campaigns aimed at children are appro­
priate and sufficiently easy to understand. The estab­
lishment of help-lines or hotlines should be considered. 

(35) Regarding the system of reporting sexual abuse and 
sexual exploitation of children and helping children in 
need, hotlines under the number 116 000 for missing 
children, 116 006 for victims of crime and 116 111 
for children, as introduced by Commission Decision 
2007/116/EC of 15 February 2007 on reserving the 
national numbering beginning with 116 for harmonised 
numbers for harmonised services of social value ( 1 ), 
should be promoted and experience regarding their func­
tioning should be taken into account. 

(36) Professionals likely to come into contact with child 
victims of sexual abuse and sexual exploitation should 
be adequately trained to identify and deal with such 
victims. That training should be promoted for members 
of the following categories when they are likely to come 
into contact with child victims: police officers, public 
prosecutors, lawyers, members of the judiciary and 
court officials, child and health care personnel, but 
could also involve other groups of persons who are 
likely to encounter child victims of sexual abuse and 
sexual exploitation in their work. 

(37) In order to prevent the sexual abuse and sexual exploi­
tation of children, intervention programmes or measures 
targeting sex offenders should be proposed to them. 
Those intervention programmes or measures should 
meet a broad, flexible approach focusing on the 
medical and psycho-social aspects and have a non-obli­
gatory character. Those intervention programmes or 
measures are without prejudice to intervention 
programmes or measures imposed by the competent 
judicial authorities. 

(38) Intervention programmes or measures are not provided 
as an automatic right. It is for the Member State to 
decide which intervention programmes or measures are 
appropriate. 

(39) To prevent and minimise recidivism, offenders should be 
subject to an assessment of the danger posed by the 
offenders and the possible risks of repetition of sexual 
offences against children. Arrangements for such 
assessment, such as the type of authority competent to 
order and carry out the assessment or the moment in or 
after the criminal proceedings when that assessment 
should take place as well as arrangements for effective 
intervention programmes or measures offered following 
that assessment should be consistent with the internal 
procedures of Member States. For the same objective of 
preventing and minimising recidivism, offenders should 
also have access to effective intervention programmes or 
measures on a voluntary basis. Those intervention 
programmes or measures should not interfere with 
national schemes set up to deal with the treatment of 
persons suffering from mental disorders. 

(40) Where the danger posed by the offenders and the 
possible risks of repetition of the offences make it appro­
priate, convicted offenders should be temporarily or 
permanently prevented from exercising at least profes­
sional activities involving direct and regular contacts 
with children. Employers when recruiting for a post 
involving direct and regular contact with children are 
entitled to be informed of existing convictions for 
sexual offences against children entered in the criminal 
record, or of existing disqualifications. For the purposes 
of this Directive, the term ‘employers’ should also cover 
persons running an organisation that is active in 
volunteer work related to the supervision and/or care 
of children involving direct and regular contact with 
children. The manner in which such information is 
delivered, such as for example access via the person 
concerned, and the precise content of the information, 
the meaning of organised voluntary activities and direct 
and regular contact with children should be laid down in 
accordance with national law. 

(41) With due regard to the different legal traditions of the 
Member States, this Directive takes into account the fact 
that access to criminal records is allowed only either by 
the competent authorities or by the person concerned. 
This Directive does not establish an obligation to modify 
the national systems governing criminal records or the 
means of access to those records. 

(42) The aim of this Directive is not to harmonise rules 
concerning consent of the person concerned when 
exchanging information from the criminal registers, i.e. 
whether or not to require such consent. Whether the 
consent is required or not under national law, this 
Directive does not establish any new obligation to 
change the national law and national procedures in this 
respect.
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(43) Member States may consider adopting additional admin­
istrative measures in relation to perpetrators, such as the 
registration in sex offender registers of persons convicted 
of offences referred to in this Directive. Access to those 
registers should be subject to limitation in accordance 
with national constitutional principles and applicable 
data protection standards, for instance by limiting 
access to the judiciary and/or law enforcement 
authorities. 

(44) Member States are encouraged to create mechanisms for 
data collection or focal points, at the national or local 
levels and in collaboration with civil society, for the 
purpose of observing and evaluating the phenomenon 
of sexual abuse and sexual exploitation of children. In 
order to be able to properly evaluate the results of 
actions to combat sexual abuse and sexual exploitation 
of children and child pornography, the Union should 
continue to develop its work on methodologies and 
data collection methods to produce comparable statistics. 

(45) Member States should take appropriate action for setting 
up information services to provide information on how 
to recognise the signs of sexual abuse and sexual exploi­
tation. 

(46) Child pornography, which constitutes child sexual abuse 
images, is a specific type of content which cannot be 
construed as the expression of an opinion. To combat 
it, it is necessary to reduce the circulation of child sexual 
abuse material by making it more difficult for offenders 
to upload such content onto the publicly accessible web. 
Action is therefore necessary to remove the content and 
apprehend those guilty of making, distributing or down­
loading child sexual abuse images. With a view to 
supporting the Union’s efforts to combat child 
pornography, Member States should use their best 
endeavours to cooperate with third countries in seeking 
to secure the removal of such content from servers 
within their territory. 

(47) However, despite such efforts, the removal of child 
pornography content at its source is often not possible 
when the original materials are not located within the 
Union, either because the State where the servers are 
hosted is not willing to cooperate or because obtaining 
removal of the material from the State concerned proves 
to be particularly long. Mechanisms may also be put in 
place to block access from the Union’s territory to 
Internet pages identified as containing or disseminating 
child pornography. The measures undertaken by Member 
States in accordance with this Directive in order to 
remove or, where appropriate, block websites containing 
child pornography could be based on various types of 
public action, such as legislative, non-legislative, judicial 

or other. In that context, this Directive is without 
prejudice to voluntary action taken by the Internet 
industry to prevent the misuse of its services or to any 
support for such action by Member States. Whichever 
basis for action or method is chosen, Member States 
should ensure that it provides an adequate level of 
legal certainty and predictability to users and service 
providers. Both with a view to the removal and the 
blocking of child abuse content, cooperation between 
public authorities should be established and strengthened, 
particularly in the interests of ensuring that national lists 
of websites containing child pornography material are as 
complete as possible and of avoiding duplication of 
work. Any such developments must take account of 
the rights of the end users and comply with existing 
legal and judicial procedures and the European 
Convention for the Protection of Human Rights and 
Fundamental Freedoms and the Charter of Fundamental 
Rights of the European Union. The Safer Internet 
Programme has set up a network of hotlines the goal 
of which is to collect information and to ensure coverage 
and exchange of reports on the major types of illegal 
content online. 

(48) This Directive aims to amend and expand the provisions 
of Framework Decision 2004/68/JHA. Since the 
amendments to be made are of substantial number and 
nature, the Framework Decision should, in the interests 
of clarity, be replaced in its entirety in relation to 
Member States participating in the adoption of this 
Directive. 

(49) Since the objective of this Directive, namely to combat 
sexual abuse, sexual exploitation of children and child 
pornography, cannot be sufficiently achieved by the 
Member States alone and can therefore, by reasons of 
the scale and effects, be better achieved at Union level, 
the Union may adopt measures, in accordance with the 
principle of subsidiarity as set out in Article 5 of the 
Treaty on European Union. In accordance with the 
principle of proportionality, as set out in that Article, 
this Directive does not go beyond what is necessary to 
achieve that objective. 

(50) This Directive respects fundamental rights and observes 
the principles recognised in particular by the Charter of 
Fundamental Rights of the European Union and in 
particular the right to the protection of human dignity, 
the prohibition of torture and inhuman or degrading 
treatment or punishment, the rights of the child, the 
right to liberty and security, the right to freedom of 
expression and information, the right to the protection 
of personal data, the right to an effective remedy and to 
a fair trial and the principles of legality and propor­
tionality of criminal offences and penalties. This 
Directive seeks to ensure full respect for those rights 
and principles and must be implemented accordingly.
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(51) In accordance with Article 3 of the Protocol (No 21) on 
the position of United Kingdom and Ireland in respect of 
the area of freedom, security and justice, annexed to the 
Treaty on European Union and the Treaty on the Func­
tioning of the European Union, the United Kingdom and 
Ireland have notified their wish to take part in the 
adoption and application of this Directive. 

(52) In accordance with Articles 1 and 2 of the Protocol 
(No 22) on the position of Denmark annexed to the 
Treaty on European Union and to the Treaty on the 
Functioning of the European Union, Denmark is not 
taking part in the adoption of this Directive and is not 
bound by it or subject to its application, 

HAVE ADOPTED THIS DIRECTIVE: 

Article 1 

Subject matter 

This Directive establishes minimum rules concerning the defi­
nition of criminal offences and sanctions in the area of sexual 
abuse and sexual exploitation of children, child pornography 
and solicitation of children for sexual purposes. It also 
introduces provisions to strengthen the prevention of those 
crimes and the protection of the victims thereof. 

Article 2 

Definitions 

For the purposes of this Directive, the following definitions 
apply: 

(a) ‘child’ means any person below the age of 18 years; 

(b) ‘age of sexual consent’ means the age below which, in 
accordance with national law, it is prohibited to engage in 
sexual activities with a child; 

(c) ‘child pornography’ means: 

(i) any material that visually depicts a child engaged in real 
or simulated sexually explicit conduct; 

(ii) any depiction of the sexual organs of a child for 
primarily sexual purposes; 

(iii) any material that visually depicts any person appearing 
to be a child engaged in real or simulated sexually 
explicit conduct or any depiction of the sexual organs 
of any person appearing to be a child, for primarily 
sexual purposes; or 

(iv) realistic images of a child engaged in sexually explicit 
conduct or realistic images of the sexual organs of a 
child, for primarily sexual purposes; 

(d) ‘child prostitution’ means the use of a child for sexual 
activities where money or any other form of remuneration 

or consideration is given or promised as payment in 
exchange for the child engaging in sexual activities, 
regardless of whether that payment, promise or 
consideration is made to the child or to a third party; 

(e) ‘pornographic performance’ means a live exhibition aimed 
at an audience, including by means of information and 
communication technology, of: 

(i) a child engaged in real or simulated sexually explicit 
conduct; or 

(ii) the sexual organs of a child for primarily sexual 
purposes; 

(f) ‘legal person’ means an entity having legal personality under 
the applicable law, except for States or public bodies in the 
exercise of State authority and for public international 
organisations. 

Article 3 

Offences concerning sexual abuse 

1. Member States shall take the necessary measures to ensure 
that the intentional conduct referred to in paragraphs 2 to 6 is 
punishable. 

2. Causing, for sexual purposes, a child who has not reached 
the age of sexual consent to witness sexual activities, even 
without having to participate, shall be punishable by a 
maximum term of imprisonment of at least 1 year. 

3. Causing, for sexual purposes, a child who has not reached 
the age of sexual consent to witness sexual abuse, even without 
having to participate, shall be punishable by a maximum term 
of imprisonment of at least 2 years. 

4. Engaging in sexual activities with a child who has not 
reached the age of sexual consent shall be punishable by a 
maximum term of imprisonment of at least 5 years. 

5. Engaging in sexual activities with a child, where: 

(i) abuse is made of a recognised position of trust, authority or 
influence over the child, shall be punishable by a maximum 
term of imprisonment of at least 8 years if the child has 
not reached the age of sexual consent, and of at least 
3 years of imprisonment, if the child is over that age; or 

(ii) abuse is made of a particularly vulnerable situation of the 
child, in particular because of a mental or physical disability 
or a situation of dependence, shall be punishable by a 
maximum term of imprisonment of at least 8 years if the 
child has not reached the age of sexual consent, and of at 
least 3 years of imprisonment if the child is over that age; 
or
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(iii) use is made of coercion, force or threats shall be punishable 
by a maximum term of imprisonment of at least 10 years if 
the child has not reached the age of sexual consent, and of 
at least 5 years of imprisonment if the child is over that 
age. 

6. Coercing, forcing or threatening a child into sexual 
activities with a third party shall be punishable by a 
maximum term of imprisonment of at least 10 years if the 
child has not reached the age of sexual consent, and of at 
least 5 years of imprisonment if the child is over that age. 

Article 4 

Offences concerning sexual exploitation 

1. Member States shall take the necessary measures to ensure 
that the intentional conduct referred to in paragraphs 2 to 7 is 
punishable. 

2. Causing or recruiting a child to participate in porno­
graphic performances, or profiting from or otherwise exploiting 
a child for such purposes shall be punishable by a maximum 
term of imprisonment of at least 5 years if the child has not 
reached the age of sexual consent and of at least 2 years of 
imprisonment if the child is over that age. 

3. Coercing or forcing a child to participate in pornographic 
performances, or threatening a child for such purposes shall be 
punishable by a maximum term of imprisonment of at least 
8 years if the child has not reached the age of sexual consent, 
and of at least 5 years of imprisonment if the child is over that 
age. 

4. Knowingly attending pornographic performances 
involving the participation of a child shall be punishable by a 
maximum term of imprisonment of at least 2 years if the child 
has not reached the age of sexual consent, and of at least 1 year 
of imprisonment if the child is over that age. 

5. Causing or recruiting a child to participate in child pros­
titution, or profiting from or otherwise exploiting a child for 
such purposes shall be punishable by a maximum term of 
imprisonment of at least 8 years if the child has not reached 
the age of sexual consent, and of at least 5 years of 
imprisonment if the child is over that age. 

6. Coercing or forcing a child into child prostitution, or 
threatening a child for such purposes shall be punishable by a 
maximum term of imprisonment of at least 10 years if the child 
has not reached the age of sexual consent, and of at least 
5 years of imprisonment if the child is over that age. 

7. Engaging in sexual activities with a child, where recourse 
is made to child prostitution shall be punishable by a maximum 
term of imprisonment of at least 5 years if the child has not 
reached the age of sexual consent, and of at least 2 years of 
imprisonment if the child is over that age. 

Article 5 

Offences concerning child pornography 

1. Member States shall take the necessary measures to ensure 
that the intentional conduct, when committed without right, 
referred to in paragraphs 2 to 6 is punishable. 

2. Acquisition or possession of child pornography shall be 
punishable by a maximum term of imprisonment of at least 
1 year. 

3. Knowingly obtaining access, by means of information and 
communication technology, to child pornography shall be 
punishable by a maximum term of imprisonment of at least 
1 year. 

4. Distribution, dissemination or transmission of child 
pornography shall be punishable by a maximum term of 
imprisonment of at least 2 years. 

5. Offering, supplying or making available child pornography 
shall be punishable by a maximum term of imprisonment of at 
least 2 years. 

6. Production of child pornography shall be punishable by a 
maximum term of imprisonment of at least 3 years. 

7. It shall be within the discretion of Member States to 
decide whether this Article applies to cases involving child 
pornography as referred to in Article 2(c)(iii), where the 
person appearing to be a child was in fact 18 years of age or 
older at the time of depiction. 

8. It shall be within the discretion of Member States to 
decide whether paragraphs 2 and 6 of this Article apply to 
cases where it is established that pornographic material as 
referred to in Article 2(c)(iv) is produced and possessed by 
the producer solely for his or her private use in so far as no 
pornographic material as referred to in Article 2(c)(i), (ii) or (iii) 
has been used for the purpose of its production and provided 
that the act involves no risk of dissemination of the material. 

Article 6 

Solicitation of children for sexual purposes 

1. Member States shall take the necessary measures to ensure 
that the following intentional conduct is punishable: 

the proposal, by means of information and communication 
technology, by an adult to meet a child who has not reached 
the age of sexual consent, for the purpose of committing any of 
the offences referred to in Article 3(4) and Article 5(6), where 
that proposal was followed by material acts leading to such a 
meeting, shall be punishable by a maximum term of 
imprisonment of at least 1 year. 

2. Member States shall take the necessary measures to ensure 
that an attempt, by means of information and communication 
technology, to commit the offences provided for in Article 5(2) 
and (3) by an adult soliciting a child who has not reached the 
age of sexual consent to provide child pornography depicting 
that child is punishable.
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Article 7 

Incitement, aiding and abetting, and attempt 

1. Member States shall take the necessary measures to ensure 
that inciting or aiding and abetting to commit any of the 
offences referred to in Articles 3 to 6 is punishable. 

2. Member States shall take the necessary measures to ensure 
that an attempt to commit any of the offences referred to in 
Article 3(4), (5) and (6), Article 4(2), (3), (5), (6) and (7), and 
Article 5(4), (5) and (6) is punishable. 

Article 8 

Consensual sexual activities 

1. It shall be within the discretion of Member States to 
decide whether Article 3(2) and (4) apply to consensual 
sexual activities between peers, who are close in age and 
degree of psychological and physical development or maturity, 
in so far as the acts did not involve any abuse. 

2. It shall be within the discretion of Member States to 
decide whether Article 4(4) applies to a pornographic 
performance that takes place in the context of a consensual 
relationship where the child has reached the age of sexual 
consent or between peers who are close in age and degree of 
psychological and physical development or maturity, in so far as 
the acts did not involve any abuse or exploitation and no 
money or other form of remuneration or consideration is 
given as payment in exchange for the pornographic 
performance. 

3. It shall be within the discretion of Member States to 
decide whether Article 5(2) and (6) apply to the production, 
acquisition or possession of material involving children who 
have reached the age of sexual consent where that material is 
produced and possessed with the consent of those children and 
only for the private use of the persons involved, in so far as the 
acts did not involve any abuse. 

Article 9 

Aggravating circumstances 

In so far as the following circumstances do not already form 
part of the constituent elements of the offences referred to in 
Articles 3 to 7, Member States shall take the necessary measures 
to ensure that the following circumstances may, in accordance 
with the relevant provisions of national law, be regarded as 
aggravating circumstances, in relation to the relevant offences 
referred to in Articles 3 to 7: 

(a) the offence was committed against a child in a particularly 
vulnerable situation, such as a child with a mental or 
physical disability, in a situation of dependence or in a 
state of physical or mental incapacity; 

(b) the offence was committed by a member of the child’s 
family, a person cohabiting with the child or a person 
who has abused a recognised position of trust or authority; 

(c) the offence was committed by several persons acting 
together; 

(d) the offence was committed within the framework of a 
criminal organisation within the meaning of Council 
Framework Decision 2008/841/JHA of 24 October 2008 
on the fight against organised crime ( 1 ); 

(e) the offender has previously been convicted of offences of 
the same nature; 

(f) the offender has deliberately or recklessly endangered the 
life of the child; or 

(g) the offence involved serious violence or caused serious harm 
to the child. 

Article 10 

Disqualification arising from convictions 

1. In order to avoid the risk of repetition of offences, 
Member States shall take the necessary measures to ensure 
that a natural person who has been convicted of any of the 
offences referred to in Articles 3 to 7 may be temporarily or 
permanently prevented from exercising at least professional 
activities involving direct and regular contacts with children. 

2. Member States shall take the necessary measures to ensure 
that employers, when recruiting a person for professional or 
organised voluntary activities involving direct and regular 
contacts with children, are entitled to request information in 
accordance with national law by way of any appropriate 
means, such as access upon request or via the person 
concerned, of the existence of criminal convictions for any of 
the offences referred to in Articles 3 to 7 entered in the criminal 
record or of the existence of any disqualification from exercising 
activities involving direct and regular contacts with children 
arising from those criminal convictions. 

3. Member States shall take the necessary measures to ensure 
that, for the application of paragraphs 1 and 2 of this Article, 
information concerning the existence of criminal convictions for 
any of the offences referred to in Articles 3 to 7, or of any 
disqualification from exercising activities involving direct and 
regular contacts with children arising from those criminal 
convictions, is transmitted in accordance with the procedures 
set out in Council Framework Decision 2009/315/JHA of 
26 February 2009 on the organisation and content of the 
exchange of information extracted from the criminal record 
between Member States ( 2 ) when requested under Article 6 of 
that Framework Decision with the consent of the person 
concerned.
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Article 11 

Seizure and confiscation 

Member States shall take the necessary measures to ensure that 
their competent authorities are entitled to seize and confiscate 
instrumentalities and proceeds from the offences referred to in 
Articles 3, 4 and 5. 

Article 12 

Liability of legal persons 

1. Member States shall take the necessary measures to ensure 
that legal persons may be held liable for any of the offences 
referred to in Articles 3 to 7 committed for their benefit by any 
person, acting either individually or as part of an organ of the 
legal person, and having a leading position within the legal 
person, based on: 

(a) a power of representation of the legal person; 

(b) an authority to take decisions on behalf of the legal person; 
or 

(c) an authority to exercise control within the legal person. 

2. Member States shall also take the necessary measures to 
ensure that legal persons may be held liable where the lack of 
supervision or control by a person referred to in paragraph 1 
has made possible the commission, by a person under its 
authority, of any of the offences referred to in Articles 3 to 7 
for the benefit of that legal person. 

3. Liability of legal persons under paragraphs 1 and 2 shall 
be without prejudice to criminal proceedings against natural 
persons who are perpetrators, inciters or accessories to the 
offences referred to in Articles 3 to 7. 

Article 13 

Sanctions on legal persons 

1. Member States shall take the necessary measures to ensure 
that a legal person held liable pursuant to Article 12(1) is 
punishable by effective, proportionate and dissuasive sanctions, 
which shall include criminal or non-criminal fines and may 
include other sanctions, such as: 

(a) exclusion from entitlement to public benefits or aid; 

(b) temporary or permanent disqualification from the practice 
of commercial activities; 

(c) placing under judicial supervision; 

(d) judicial winding-up; or 

(e) temporary or permanent closure of establishments which 
have been used for committing the offence. 

2. Member States shall take the necessary measures to ensure 
that a legal person held liable pursuant to Article 12(2) is 
punishable by sanctions or measures which are effective, 
proportionate and dissuasive. 

Article 14 

Non-prosecution or non-application of penalties to the 
victim 

Member States shall, in accordance with the basic principles of 
their legal systems take the necessary measures to ensure that 
competent national authorities are entitled not to prosecute or 
impose penalties on child victims of sexual abuse and sexual 
exploitation for their involvement in criminal activities, which 
they have been compelled to commit as a direct consequence of 
being subjected to any of the acts referred to in Article 4(2), (3), 
(5) and (6), and in Article 5(6). 

Article 15 

Investigation and prosecution 

1. Member States shall take the necessary measures to ensure 
that investigations into or the prosecution of the offences 
referred to in Articles 3 to 7 are not dependent on a report 
or accusation being made by the victim or by his or her repre­
sentative, and that criminal proceedings may continue even if 
that person has withdrawn his or her statements. 

2. Member States shall take the necessary measures to enable 
the prosecution of any of the offences referred to in Article 3, 
Article 4(2), (3), (5), (6) and (7) and of any serious offences 
referred to in Article 5(6) when child pornography as referred 
to in Article 2(c)(i) and (ii) has been used, for a sufficient period 
of time after the victim has reached the age of majority and 
which is commensurate with the gravity of the offence 
concerned. 

3. Member States shall take the necessary measures to ensure 
that effective investigative tools, such as those which are used in 
organised crime or other serious crime cases are available to 
persons, units or services responsible for investigating or pros­
ecuting offences referred to in Articles 3 to 7. 

4. Member States shall take the necessary measures to enable 
investigative units or services to attempt to identify the victims 
of the offences referred to in Articles 3 to 7, in particular by 
analysing child pornography material, such as photographs and 
audiovisual recordings transmitted or made available by means 
of information and communication technology. 

Article 16 

Reporting suspicion of sexual abuse or sexual exploitation 

1. Member States shall take the necessary measures to ensure 
that the confidentiality rules imposed by national law on certain 
professionals whose main duty is to work with children do not 
constitute an obstacle to the possibility, for those professionals, 
of their reporting to the services responsible for child protection 
any situation where they have reasonable grounds for believing 
that a child is the victim of offences referred to in Articles 3 
to 7.
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2. Member States shall take the necessary measures to 
encourage any person who knows about or suspects, in good 
faith that any of the offences referred to in Articles 3 to 7 have 
been committed, to report this to the competent services. 

Article 17 

Jurisdiction and coordination of prosecution 

1. Member States shall take the necessary measures to 
establish their jurisdiction over the offences referred to in 
Articles 3 to 7 where: 

(a) the offence is committed in whole or in part within their 
territory; or 

(b) the offender is one of their nationals. 

2. A Member State shall inform the Commission where it 
decides to establish further jurisdiction over an offence referred 
to in Articles 3 to 7 committed outside its territory, inter alia, 
where: 

(a) the offence is committed against one of its nationals or a 
person who is an habitual resident in its territory; 

(b) the offence is committed for the benefit of a legal person 
established in its territory; or 

(c) the offender is an habitual resident in its territory. 

3. Member States shall ensure that their jurisdiction includes 
situations where an offence referred to in Articles 5 and 6, and 
in so far as is relevant, in Articles 3 and 7, is committed by 
means of information and communication technology accessed 
from their territory, whether or not it is based on their territory. 

4. For the prosecution of any of the offences referred to in 
Article 3(4), (5) and (6), Article 4(2), (3), (5), (6) and (7) and 
Article 5(6) committed outside the territory of the Member 
State concerned, as regards paragraph 1(b) of this Article, 
each Member State shall take the necessary measures to 
ensure that its jurisdiction is not subordinated to the 
condition that the acts are a criminal offence at the place 
where they were performed. 

5. For the prosecution of any of the offences referred to in 
Articles 3 to 7 committed outside the territory of the Member 
State concerned, as regards paragraph 1(b) of this Article, each 
Member State shall take the necessary measures to ensure that 
its jurisdiction is not subordinated to the condition that the 
prosecution can only be initiated following a report made by 

the victim in the place where the offence was committed, or a 
denunciation from the State of the place where the offence was 
committed. 

Article 18 

General provisions on assistance, support and protection 
measures for child victims 

1. Child victims of the offences referred to in Articles 3 to 7 
shall be provided assistance, support and protection in 
accordance with Articles 19 and 20, taking into account the 
best interests of the child. 

2. Member States shall take the necessary measures to ensure 
that a child is provided with assistance and support as soon as 
the competent authorities have a reasonable-grounds indication 
for believing that a child might have been subject to any of the 
offences referred to in Articles 3 to 7. 

3. Member States shall ensure that, where the age of a 
person subject to any of the offences referred to in Articles 3 
to 7 is uncertain and there are reasons to believe that the 
person is a child, that person is presumed to be a child in 
order to receive immediate access to assistance, support and 
protection in accordance with Articles 19 and 20. 

Article 19 

Assistance and support to victims 

1. Member States shall take the necessary measures to ensure 
that assistance and support are provided to victims before, 
during and for an appropriate period of time after the 
conclusion of criminal proceedings in order to enable them 
to exercise the rights set out in Framework Decision 
2001/220/JHA, and in this Directive. Member States shall, in 
particular, take the necessary steps to ensure protection for 
children who report cases of abuse within their family. 

2. Member States shall take the necessary measures to ensure 
that assistance and support for a child victim are not made 
conditional on the child victim’s willingness to cooperate in 
the criminal investigation, prosecution or trial. 

3. Member States shall take the necessary measures to ensure 
that the specific actions to assist and support child victims in 
enjoying their rights under this Directive, are undertaken 
following an individual assessment of the special circumstances 
of each particular child victim, taking due account of the child’s 
views, needs and concerns. 

4. Child victims of any of the offences referred to in Articles 
3 to 7 shall be considered as particularly vulnerable victims 
pursuant to Article 2(2), Article 8(4) and Article 14(1) of 
Framework Decision 2001/220/JHA.
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5. Member States shall take measures, where appropriate and 
possible, to provide assistance and support to the family of the 
child victim in enjoying the rights under this Directive when the 
family is in the territory of the Member States. In particular, 
Member States shall, where appropriate and possible, apply 
Article 4 of Framework Decision 2001/220/JHA to the family 
of the child victim. 

Article 20 

Protection of child victims in criminal investigations and 
proceedings 

1. Member States shall take the necessary measures to ensure 
that in criminal investigations and proceedings, in accordance 
with the role of victims in the relevant justice system, 
competent authorities appoint a special representative for the 
child victim where, under national law, the holders of parental 
responsibility are precluded from representing the child as a 
result of a conflict of interest between them and the child 
victim, or where the child is unaccompanied or separated 
from the family. 

2. Member States shall ensure that child victims have, 
without delay, access to legal counselling and, in accordance 
with the role of victims in the relevant justice system, to legal 
representation, including for the purpose of claiming compen­
sation. Legal counselling and legal representation shall be free of 
charge where the victim does not have sufficient financial 
resources. 

3. Without prejudice to the rights of the defence, Member 
States shall take the necessary measures to ensure that in 
criminal investigations relating to any of the offences referred 
to in Articles 3 to 7: 

(a) interviews with the child victim take place without unjus­
tified delay after the facts have been reported to the 
competent authorities; 

(b) interviews with the child victim take place, where necessary, 
in premises designed or adapted for this purpose; 

(c) interviews with the child victim are carried out by or 
through professionals trained for this purpose; 

(d) the same persons, if possible and where appropriate, 
conduct all interviews with the child victim; 

(e) the number of interviews is as limited as possible and 
interviews are carried out only where strictly necessary for 
the purpose of criminal investigations and proceedings; 

(f) the child victim may be accompanied by his or her legal 
representative or, where appropriate, by an adult of his or 
her choice, unless a reasoned decision has been made to the 
contrary in respect of that person. 

4. Member States shall take the necessary measures to ensure 
that in criminal investigations of any of the offences referred to 
in Articles 3 to 7 all interviews with the child victim or, where 
appropriate, with a child witness, may be audio-visually 

recorded and that such audio-visually recorded interviews may 
be used as evidence in criminal court proceedings, in 
accordance with the rules under their national law. 

5. Member States shall take the necessary measures to ensure 
that in criminal court proceedings relating to any of the 
offences referred to in Articles 3 to 7, that it may be ordered 
that: 

(a) the hearing take place without the presence of the public; 

(b) the child victim be heard in the courtroom without being 
present, in particular through the use of appropriate 
communication technologies. 

6. Member States shall take the necessary measures, where in 
the interest of child victims and taking into account other over­
riding interests, to protect the privacy, identity and image of 
child victims, and to prevent the public dissemination of any 
information that could lead to their identification. 

Article 21 

Measures against advertising abuse opportunities and child 
sex tourism 

Member States shall take appropriate measures to prevent or 
prohibit: 

(a) the dissemination of material advertising the opportunity to 
commit any of the offences referred to in Articles 3 to 6; 
and 

(b) the organisation for others, whether or not for commercial 
purposes, of travel arrangements with the purpose of 
committing any of the offences referred to in Articles 3 
to 5. 

Article 22 

Preventive intervention programmes or measures 

Member States shall take the necessary measures to ensure that 
persons who fear that they might commit any of the offences 
referred to in Articles 3 to 7 may have access, where appro­
priate, to effective intervention programmes or measures 
designed to evaluate and prevent the risk of such offences 
being committed. 

Article 23 

Prevention 

1. Member States shall take appropriate measures, such as 
education and training, to discourage and reduce the demand 
that fosters all forms of sexual exploitation of children. 

2. Member States shall take appropriate action, including 
through the Internet, such as information and awareness- 
raising campaigns, research and education programmes, where 
appropriate in cooperation with relevant civil society organi­
sations and other stakeholders, aimed at raising awareness and 
reducing the risk of children, becoming victims of sexual abuse 
or exploitation.
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3. Member States shall promote regular training for officials 
likely to come into contact with child victims of sexual abuse or 
exploitation, including front-line police officers, aimed at 
enabling them to identify and deal with child victims and 
potential child victims of sexual abuse or exploitation. 

Article 24 

Intervention programmes or measures on a voluntary basis 
in the course of or after criminal proceedings 

1. Without prejudice to intervention programmes or 
measures imposed by the competent judicial authorities under 
national law, Member States shall take the necessary measures 
to ensure that effective intervention programmes or measures 
are made available to prevent and minimise the risks of 
repeated offences of a sexual nature against children. Such 
programmes or measures shall be accessible at any time 
during the criminal proceedings, inside and outside prison, in 
accordance with national law. 

2. The intervention programmes or measures, referred to in 
paragraph 1 shall meet the specific developmental needs of 
children who sexually offend. 

3. Member States shall take the necessary measures to ensure 
that the following persons may have access to the intervention 
programmes or measures referred to in paragraph 1: 

(a) persons subject to criminal proceedings for any of the 
offences referred to in Articles 3 to 7, under conditions 
which are neither detrimental nor contrary to the rights 
of the defence or to the requirements of a fair and 
impartial trial, and, in particular, in compliance with the 
principle of the presumption of innocence; and 

(b) persons convicted of any of the offences referred to in 
Articles 3 to 7. 

4. Member States shall take the necessary measures to ensure 
that the persons referred to in paragraph 3 are subject to an 
assessment of the danger that they present and the possible 
risks of repetition of any of the offences referred to in 
Articles 3 to 7, with the aim of identifying appropriate inter­
vention programmes or measures. 

5. Member States shall take the necessary measures to ensure 
that the persons referred to in paragraph 3 to whom inter­
vention programmes or measures in accordance with 
paragraph 4 have been proposed: 

(a) are fully informed of the reasons for the proposal; 

(b) consent to their participation in the programmes or 
measures with full knowledge of the facts; 

(c) may refuse and, in the case of convicted persons, are made 
aware of the possible consequences of such a refusal. 

Article 25 

Measures against websites containing or disseminating 
child pornography 

1. Member States shall take the necessary measures to ensure 
the prompt removal of web pages containing or disseminating 
child pornography hosted in their territory and to endeavour to 
obtain the removal of such pages hosted outside of their 
territory. 

2. Member States may take measures to block access to web 
pages containing or disseminating child pornography towards 
the Internet users within their territory. These measures must be 
set by transparent procedures and provide adequate safeguards, 
in particular to ensure that the restriction is limited to what is 
necessary and proportionate, and that users are informed of the 
reason for the restriction. Those safeguards shall also include the 
possibility of judicial redress. 

Article 26 

Replacement of Framework Decision 2004/68/JHA 

Framework Decision 2004/68/JHA is hereby replaced in relation 
to Member States participating in the adoption of this Directive 
without prejudice to the obligations of those Member States 
relating to the time limits for transposition of the Framework 
Decision into national law. 

In relation to Member States participating in the adoption of 
this Directive, references to Framework Decision 2004/68/JHA 
shall be construed as references to this Directive. 

Article 27 

Transposition 

1. Member States shall bring into force the laws, regulations 
and administrative provisions necessary to comply with this 
Directive by 18 December 2013. 

2. Member States shall transmit to the Commission the text 
of the provisions transposing into their national law the obli­
gations imposed on them under this Directive. 

3. When Member States adopt those measures, they shall 
contain a reference to this Directive or be accompanied by 
such a reference on the occasion of their official publication. 
The methods of making such reference shall be laid down by 
the Member States. 

Article 28 

Reporting 

1. The Commission shall, by 18 December 2015, submit a 
report to the European Parliament and the Council assessing the 
extent to which the Member States have taken the necessary 
measures in order to comply with this Directive, accompanied, 
if necessary, by a legislative proposal.
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2. The Commission shall, by 18 December 2015, submit a report to the European Parliament and the 
Council assessing the implementation of the measures referred to in Article 25. 

Article 29 

Entry into force 

This Directive shall enter into force on the day of its publication in the Official Journal of the European Union. 

Article 30 

Addressees 

This Directive is addressed to the Member States in accordance with the Treaties. 

Done at Strasbourg, 13 December 2011. 

For the European Parliament 
The President 

J. BUZEK 

For the Council 
The President 
M. SZPUNAR
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1. INTRODUCTION 

Sexual abuse and sexual exploitation of children are particularly serious crimes. They 

cause long-term physical, psychological and social harm to vulnerable victims who have 

rights to as well as needs for special protection and care. In addition, child sexual abuse 

material, referred to in legislation as 'child pornography', represents multiple crimes 

against each victim. First, the sexual abuse which was photographed or recorded. 

Thereafter, every time the images and videos are posted, circulated or viewed, a gross 

violation of the child's privacy is committed. Trauma is added when the child knows that 

the images and videos are being circulated and friends or relatives may see them. 

To fight these crimes effectively an integrated and holistic approach is needed, 

encompassing investigation and prosecution of crimes, assistance to and protection 

of victims, and prevention. 

1.1. Objectives and scope of the Directive 

The Directive follows the holistic approach required to fight these crimes effectively, 

incorporating in a comprehensive legal instrument provisions covering investigation and 

prosecution of offences (Articles 2 to 9 and 11 to 17), assistance to and protection of 

victims (Articles 18 to 20), and prevention (Articles 10 and 21 to 25).   

To effectively investigate and prosecute offences, the Directive notably includes: 

 Criminalisation of a wide range of situations of child sexual abuse and exploitation, 

online and offline (20 different offences, Articles 2 to 7). These include new 

phenomena such as online grooming (Article 6) and webcam sexual abuse and online 

viewing of child abuse images without downloading them (Article 5, in particular 

paragraph 3). 

 Increased levels of penalties. The maximum penalties set by national legislation must 

not be lower than certain levels (ranging from 1 to 10 years in prison), depending on 

the seriousness of the offence (Articles 3 to 6). A number of aggravating 

circumstances must also be taken into account (Article 9). 

 Extension of the statute of limitations after the victim has reached age of majority 

(Article 15(2)). 

 Obligation to provide law enforcement and prosecution services with effective tools 

to investigate child sexual abuse, child sexual exploitation and child pornography 

offences, such as those used to investigate organised and serious crime (Article 

15(3)). Law enforcement must also be put in a position to identify the victims of 

these offences (Article 15(4)). 

 Removal of obstacles (created by confidentiality rules) to reporting by professionals 

whose main duty involves working with children (Article 16). 

 Jurisdiction for cases perpetrated by offenders who are nationals of the investigating 

country, so that they can also be prosecuted in their country for crimes they commit 

in other Member States or third countries (Articles 17(1) to (3)). 

 Removal of conditions of dual criminality and reporting in the place where the 

offence was committed when prosecuting crimes committed in other Member States 

or third countries (Articles 17(4) and 17(5)). 
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With regard to assistance to and protection of child victims, the Directive notably 

includes provisions requiring: 

 Extensive assistance, support and protection measures, in particular to prevent child 

victims from suffering additional trauma through their involvement in criminal 

investigations and proceedings, inter alia by setting specific standards for interviews 

with child victims (Articles 18 to 20). 

 Assistance and support as soon as there are reasonable grounds to suspect an offence 

(Article 18(2)). 

 Special protection for children reporting abuse within the family (Article 19(1)). 

 Assistance and support not conditional on cooperation with criminal proceedings 

(Article 19(2)). 

 Protection of the victim's privacy, identity and image (Article 20(6)). 

Finally, to prevent these crimes, the Directive notably includes: 

 Mechanisms to enable excluding convicted offenders from professional activities 

involving direct and regular contact with children (Article 10(1)). 

 The right of employers to request information about convictions and disqualifications 

for professional or organised voluntary activities involving direct and regular contact 

with children (Article 10(2)). 

 Facilitation of the exchange of information between national criminal registers 

(through the ECRIS
1
 system), to ensure that background checks by employers are 

complete and include information on offences committed by offenders anywhere in 

the EU (Article 10(3)). 

 A requirement that Member States make intervention programmes or measures such 

as treatment available to convicted offenders and others who fear they could offend 

(Articles 22 and 24). 

 An obligation on Member States to carry out prevention activities such as education, 

awareness raising and training of officials (Article 23). 

 Mandatory assessment for all convicted offenders of the danger they represent and 

risk of recidivism (Article 24(4)). 

 An obligation on Member States to ensure prompt removal of webpages containing 

or disseminating child pornography in their territory and to work to obtain removal if 

hosted outside their territory (Article 25(1)). 

 An option for Member States to block access by users in their territory to webpages 

containing or disseminating child pornography through different means, including 

public action and self-regulation by the industry (Article 25(2)). 

 

                                                 
1
 European Criminal Records Information System, regulated by Council Framework Decision 

2009/315/JHA of 26 February 2009 on the organisation and content of the exchange of information 

extracted from the criminal record between Member States, and Council Decision 2009/316/JHA of 6 April 

2009 on the establishment of the European Criminal Records Information System (ECRIS) in application 

of Article 11 of Framework Decision 2009/315/JHA. More information on ECRIS is available at 

http://ec.europa.eu/justice/criminal/european-e-justice/ecris/index_en.htm. 
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1.2. Purpose and methodology of the report  

Article 27 of the Directive requires Member States
2
 to bring into force the laws, 

regulations and administrative provisions necessary to comply with the Directive and 

communicate them to the Commission by 18 December 2013. 

This report responds to the requirement under Article 28(1) of the Directive for the 

Commission to report to the European Parliament and the Council assessing the extent to 

which the Member States have taken the necessary measures in order to comply with the 

Directive.
3
 The report aims to provide a concise yet informative overview of the main 

transposition measures taken by Member States.  

Member States have faced significant challenges inherent in transposing and 

implementing such a comprehensive and ambitious Directive, which:  

 requires the adoption of legislation in many different areas, including substantive 

criminal law (e.g. definitions of offences and the level of penalties, the statute of 

limitations and the liability of legal persons) and procedural criminal law (e.g. 

extraterritorial jurisdiction, the participation of children in criminal proceedings, and 

legal representation); 

 entails extensive administrative measures to complement the legislation (e.g. on 

access to information and the exchange of criminal records between Member States, 

training of the police and judiciary, and rules on child protection, law enforcement 

and prisons); and 

 involves multiple actors, not only within the authorities of a Member State (i.e. at 

different levels of government, such as national and regional), but also in cooperation 

with non-governmental organisations (e.g. to disrupt the distribution of child sexual 

abuse material through hotlines and awareness raising campaigns), internet service 

providers (e.g. to disrupt the distribution of child sexual abuse material), clinical 

psychologists (e.g. in intervention programmes for offenders), and others. 

Member State transposition involves collecting information on the relevant legislation 

and administrative measures, analysing it, drafting new legislation or amending existing 

acts, seeing it through to adoption, and finally reporting to the Commission. 

On the basis of national transposition measures officially communicated to the 

Commission, the Directive has been transposed by means of more than 330 acts in force 

prior to the Directive and by around 300 new acts introduced since 2012 across all 

Member States.  

Member States sent around 700 notifications to the Commission. 70% of these were 

received after the transposition deadline of 18 December 2013. The content covered 

legislation (new and amending acts), administrative provisions and working 

arrangements. Often, they included entire criminal codes and amending acts. 

                                                 
2
 From this point onwards, ‘Member States’ or ‘all Member States’ refer to the Member States bound by 

the Directive (i.e. all EU Member States except Denmark). In accordance with Articles 1 and 2 of Protocol 

22 on the Position of Denmark, Denmark did not take part in the adoption of the Directive, nor does the 

Directive apply to it. However Council Framework Decision 2004/68/JHA continues to be applicable to 

and binding upon Denmark. In accordance with Article 3 of Protocol 21 on the position of the United 

Kingdom and Ireland, both took part in the adoption of the Directive and are bound by it. 
3 

In accordance with Article 28(2) of the Directive, the implementation of Article 25 on measures against 

websites containing or disseminating child pornography is assessed in a separate report (COM(2016) 872) 

published jointly with this one.  
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By the transposition deadline, only 12 Member States had notified the Commission that 

they had completed transposition of the Directive. The Commission therefore opened 

infringement proceedings for non-communication of national transposition measures 

against the others: BE, BG, IE, EL, ES, IT, CY, LT, HU, MT, NL, PT, RO, SI and the 

UK.
4
 All these infringement proceedings had been closed by 8 December 2016. The late 

adoption and notification of national transposition measures delayed the Commission's 

analysis and publication of the transposition reports. 

The description and analysis in this report are based on the information that Member 

States provided by 1 November 2016. Notifications received after that date have not been 

taken into account. Beyond the issues identified in this report, there may be both further 

challenges in transposition and other provisions not reported to the Commission or 

further legislative and non-legislative developments. Therefore, this report does not 

prevent the Commission from further evaluating some provisions, to continue supporting 

Member States in the transposition and implementation of the Directive. 

                                                 
4 Member States in this document are abbreviated according to these rules: 

http://publications.europa.eu/code/en/en-370100.htm 
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2. TRANSPOSITION MEASURES 

2.1. Investigation and prosecution of offences (Articles 2 to 9 and 11 to 17) 

2.1.1. Definitions (Article 2) 

Article 2 lays down definitions for terms used throughout the Directive: child, age of 

sexual consent, child pornography, child prostitution, pornographic performance and 

legal person.  

 All Member States except HU define a child as any person below age 18.  

 The age of sexual consent varies across Member States: 14 years (AT, BG, DE, EE, 

HU and PT), 15 years (CZ, FR, HR, PL, SE, SI and SK), 16 years (BE, ES, LT, 

LU, LV, NL and UK), 17 years (CY and IE) and 18 years (MT). FI, IT and RO 

have different ages of sexual consent depending on the nature of the offence. In EL, 

the age of consent is different for consensual male homosexual activities (17 years), 

and consensual heterosexual activities and female homosexual activities (15 years). 

 BE, CY, EE, EL, ES, HR, IE, IT, LV, PT, RO, SE, SK and UK (Gibraltar) use 

the term 'child pornography' in their legislation. All other Member States use 

different terms, such as pornographic depictions (AT), pornographic material (BG), 

pornographic work (CZ), pornographic picture or depiction (FR), and others.  

 With regard to child prostitution, CY and SK have included an explicit definition in 

their transposing legislation which includes all elements of Article 2(d). On the other 

hand, in AT, BG, CZ, DE, EL, LT, LU, SE, SI and UK the transposition follows 

from case law and other sources in conjunction with the child prostitution offences 

(Articles 4(5) to 4(7)), whereas in the case of BE, EE, ES, FI, FR, HR, IT, MT, NL, 

PL, PT and RO it follows solely from the child prostitution offences.  

 An explicit definition of pornographic performance is included in the legislation of 

AT, BG, CY, EL, HU, IE, RO, SK and UK (Gibraltar). Other Member States 

transpose Article 2 in conjunction with the offences in Articles 4(2) to 4(4) and a 

direct reference to information and communication technology, or case law. 

 None of the Member States include states or public bodies in the exercise of state 

authority and public international organisations within the concept of a ‘legal person’.  

 

2.1.2. Offences concerning sexual abuse (Article 3) 

Article 3 defines the intentional conduct which constitutes an offence concerning sexual 

abuse.  

 Most Member States have adopted provisions that punish causing, for sexual 

purposes, a child who has not reached the age of sexual consent to witness sexual 

activities (Article 3(2)) or sexual abuse (Article 3(3)), with the penalty levels required 

in the Directive. 

 CY, CZ, DE, EE, FR, IE, IT, LT, LV, MT, PL, SI and SK include offences which 

penalise engaging in any sexual act with a child under the age of sexual consent in a 

similar manner as Article 3(4). AT, BE, BG, ES, HR, LU RO, PT and SE 

differentiate between sexual acts involving penetration and those involving no 

penetration.  
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 With regard to engaging in sexual activities with a child in which abuse is made of a 

recognised position of trust, authority or influence (Article 3(5)(i)) or of a particularly 

vulnerable situation of the child (Article 3(5)(ii)), a majority of Member States have 

adopted legislation that does not seem to cover all these situations, or have adopted 

penalty levels that are too low.  

On the other hand, most Member States have adopted legislation that penalises 

engaging in sexual activities with a child where use is made of coercion, force or 

threats, with the level of penalties required by the Directive (Article 3(5)(iii)). 

Whereas CY, DE, LU and MT mention 'coercion, force and threat', other Member 

States refer to ‘violence and threat’ (CZ, EL, FI, FR, LT, LU, LV, NL, PT, SE and 

SK), ‘force and threat’ (BE, BG, DE, HR, HU, IT, PL and SI), ‘violence and 

intimidation’ (ES), ‘against a child’s will’ (EE), ‘coercion by use of force’ (AT) and 

other terminology.  

 In relation to coercing, forcing or threatening a child into sexual activities with a third 

party (Article 3(6)), CY, DE, FR, LU, MT, NL and PT explicitly refer in their 

legislation to the commission of the offence with a third person, while AT, BG, CZ, 

ES, HU, IE, IT, LT, RO, SE and SI cover this implicitly or through the provision on 

rape, sexual assault or sexual abuse through coercion, force or threat.  

    

2.1.3. Offences concerning sexual exploitation (Article 4) 

Article 4 defines the intentional conduct which constitutes an offence concerning sexual 

exploitation. 

 With regard to causing or recruiting a child to participate in pornographic 

performances (Article 4(2)), AT, BG, CY, DE, EL, ES, IT, LT, MT, NL, RO, SK 

and UK (Gibraltar) have enacted legislation that transposes this provision of the 

Directive. The information from the other Member States was not conclusive.  

 Under Article 4(3), Member States must sanction the coercing or forcing a child to 

participate in pornographic performances, or threatening a child for such purposes. 

AT, BG, CY, DE, EL, ES, IE, IT, LT, MT, NL, SI, SK and UK (Gibraltar) have 

in place legislation that transposes this provision of the Directive. Member States use 

different wording in order to illustrate 'coercion, force and threat'. For example, BG, 

DE, HR, HU, IT, PL and SI refer to 'force and threat', BG to 'force, threat of serious 

harm', EL to 'coercion or violence or threat' and ES to 'use of violence or 

intimidation'.  

 Article 4(4) punishes knowingly attending pornographic performances involving the 

participation of a child. AT, BG, CY, DE, ES, FI, IE, IT, LT, MT, RO, SI, SK and 

UK (Gibraltar) have in place legislation that transposes this provision of the 

Directive. The information from the other Member States was not conclusive. 

 Under Article 4(5), Member States shall punish causing or recruiting a child to 

participate in child prostitution, or profiting from or otherwise exploiting a child for 

such purposes. BE, BG, CY, CZ, DE, EL, ES, FR, HR, IT, LT, LU, MT, NL, PT, 

RO, SE, SI, SK and UK have in place legislation that transposes this provision of the 

Directive. The information from the other Member States was not conclusive. 

 Article 4(6) punishes coercing or forcing a child into child prostitution, or threatening 

a child for such purposes. AT, BG, CY, CZ, DE, EE, EL, ES, FR, HR, IT, LT, LU, 

MT, NL, PT, RO, SI, SK and UK (Scotland) have in place legislation that 
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transposes this provision of the Directive. The information from the other Member 

States was not conclusive. 

 Article 4(7) penalises engaging in sexual activities with a child where recourse is 

made to child prostitution. Most Member States have in place legislation that 

transposes this provision. For HU, IE, LV, PL, PT, RO and SE the information was 

not conclusive. 

2.1.4. Offences concerning child pornography (Article 5) 

Article 5 defines the intentional conduct which constitutes an offence concerning child 

pornography. 

 Article 5(2) punishes the acquisition or possession of child pornography. The 

information provided by most Member States was not conclusive, except in AT, BG, 

CY, ES, FI, FR, LT, MT, RO and SI.  

 Article 5(3) punishes knowingly obtaining access to child pornography by means of 

information and communication technology. Most Member States transposed the 

requirement of ‘knowingly obtaining access’, despite some using different 

terminology. For example, DE uses the term ‘undertaking to retrieve’ and HU refers 

to ‘obtaining and keeping’. 

 Article 5(4) punishes the distribution, dissemination or transmission of child 

pornography. Most Member States employ different terminology when referring to 

‘distribution’, ‘dissemination’ or ‘transmission’ of child pornography. For example, 

the term ‘transmission’ has been interpreted as the equivalent of ‘mediation’ (CZ), 

‘broadcasting’ (BG and DE), ‘spreading’ (IT) or ‘granting access’ (LT).    

 Article 5(5) penalises offering, supplying or making available child pornography. The 

majority of Member States use different terms to ‘offering’, ‘supplying’ and ‘making 

available’. For example, CZ uses the terms ‘import’, ‘selling’ or ‘provision in another 

manner’, instead of the term ‘supplying’, whereas SE uses a general term of ‘making 

[child pornography] available’. 

 Article 5(6) penalises the production of child pornography. All Member States use 

the same term of ‘production’ in their transposition, except FR (‘setting and 

recording’) and UK (‘taking’, ‘making’ and ‘permitting to take’). 

 Articles 5(7) and 5(8) are optional provisions concerning the applicability of Article 5 

to specific situations. All Member States except AT, DE, ES, SE and UK (Article 

5(7)) and AT and DE (Article 5(8)) decided not to apply them.  

2.1.5. Solicitation of children for sexual purposes (Article 6) 

Article 6 defines the intentional conduct which constitutes an offence concerning 

solicitation of children for sexual purposes.  

Most Member States have in place legislation that transposes this Article. The 

information was not conclusive in CY, HR, HU, IE, LU, LV, PL, RO and UK (Article 

6(1)) nor in BE, CY, LV and PL (Article 6(2)).  

 

2.1.6. Incitement, aiding and abetting, and attempt (Article 7) 

Article 7 requires Member States to punish the incitement, aiding and abetting and 

attempt to commit the offences contained in Articles 3 to 6.  
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 All Member States have taken measures transposing Article 7(1). 

 Article 7(2) has mostly been transposed through general provisions on attempt, 

except in CY, DE, FI, FR, HR, IE, LU, PT, RO and SE, which have introduced 

specific provisions punishing the attempt of the sexual offences listed in Article 7(2). 

2.1.7. Consensual sexual activities (Article 8)  

Article 8 sets out three optional provisions concerning consensual sexual activities. CY 

and UK (England/Wales) chose to apply all three, whereas BE, BG, CZ, EE, IE, LU, 

LV, MT, NL, PL, SK chose to not apply any of them.  

 AT, CY, FI, EL, ES, HR, HU, IT, LT, LV, PT, RO, SE, SI and UK 

(England/Wales and Northern Ireland) chose to apply Article 8(1).  

 CY, HR, SE and UK (England/Wales and Scotland) chose to apply Article 8(2). 

 AT, CY, DE, FI, HR and UK chose to apply Article 8(3). DE, FI and UK apply the 

option to both the possession and the production of child pornography, while FR only 

applies it to the production of child pornography. 

2.1.8. Aggravating circumstances (Article 9) 

Article 9 defines the situations that may be regarded as aggravating circumstances in 

relation to the offences referred to in Articles 3 to 7. 

In most Member States, the situations of application of aggravating circumstances are 

described in the law. That was not the case for some provisions of this Article in IE and 

the UK (England/Wales, Northern Ireland, and Scotland) where the courts have more 

discretion in taking into account aggravating circumstances when sentencing.   

 Article 9(a) refers to offences committed against a child in a particularly vulnerable 

situation, a situation of dependence or in a state of mental or physical incapacity. 

Most Member States have in place legislation that transposes this provision. For BE, 

DE, ES, IE, LU, PL, SI and UK (England/Wales, Scotland and Gibraltar) the 

information was not conclusive. 

 Article 9(b) refers to offences committed by a member of the child’s family, a person 

cohabiting with the child or a person who has abused a recognised position of trust or 

authority. Most Member States have in place legislation that transposes this 

provision. For AT, BE, BG, DE, ES, IE, LT, LU, PL, RO, SI and UK 

(England/Wales, Scotland and Gibraltar) the information was not conclusive. 

 Under Article 9(c), if the offence was committed by several persons acting together, 

this should be seen as an aggravating circumstance. Whereas CY, HR and IT 

explicitly refer to ‘several persons’ acting together, other Member States use different 

terminology. For example, BE mentions ‘one or more persons’, BG, EL, MT, NL 

and PT, ‘two or more persons’, DE and SE ‘more than one person’.  

 Pursuant to Article 9(d), an offence should be penalised more severely if it was 

committed within the framework of a criminal organisation. Most Member States 

have in place legislation that transposes this provision, including the transposition of 

the definition ‘criminal organisation’, with MT making a direct reference to Council 

Framework Decision 2008/841/JHA of 24 October 2008 on the fight against 

organised crime.  
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 Under Article 9(e), if the offender has previously been convicted of offences of the 

same nature, this should constitute an aggravating circumstance. AT, BE, CZ, HR, 

IT, LV, PT and SK foresee a general aggravating circumstance, irrespective of 

whether the subsequent offence is of a similar nature or not. On the other hand, the 

commission of an offence of the same nature is required in BG, CY, EE, ES, FI, 

HU, MT, and PL. Separate consideration for both options (similar offences and 

unrelated offences) is foreseen in FR and LT. 

 Article 9(f) foresees an aggravating circumstance when the offender has deliberately 

or recklessly endangered the life of the child. Most Member States have in place 

legislation that transposes this provision. For BE, CZ, ES, FI, FR, IE, IT, LV, SK 

and UK the information was not conclusive. 

 Under Article 9(g), a more severe penalty should be considered if the offence 

involved serious violence or caused serious harm to the child. Most Member States 

have in place legislation that transposes this provision. For BG, ES, FI, IE, LT and 

UK (Scotland) the information was not conclusive. 

2.1.9. Seizure and confiscation (Article 11) 

Under Article 11, Member States must ensure that their competent authorities are entitled 

to seize and confiscate instrumentalities and proceeds from the offences referred to in 

Articles 3, 4 and 5. 

Whereas some Member States (BG, CY, DE, HR, FR, IT, LU and SI) have introduced 

specific provisions dealing with seizure and confiscation in case of the offences referred 

to in Articles 3, 4 and 5, the rest of Member States rely on general rules on seizure and 

confiscation under criminal law, which apply to all criminal offences.  

The national laws of all Member States address both the instrumentalities used and the 

proceeds made from the crime.  

2.1.10. Liability of legal persons (Article 12) 

Article 12 requires Member States to ensure that legal persons may be held liable for any 

of the offences referred to in Articles 3 to 7.  

 With regard to Articles 12(1)(a) to (c), CY, LT and PL use the same or almost the 

same wording as the Directive, whereas the other Member States use different terms. 

For example, when transposing Article 12(1)(b), Member States refer to ‘managers’, 

‘directors’ or ‘board of directors’, instead of ‘an authority to take decisions on behalf 

of the legal person’. 

 The liability required in Article 12(2) has been introduced by almost all Member 

States. For BG, CZ, IE, LU, NL and PT the information was not conclusive. 

 With regard to Article 12(3), all Member States provide for the possibility of 

pursuing criminal proceedings against natural persons, who are perpetrators, inciters 

or accessories, simultaneously to the enforcement of the liability of legal persons. 

However, the information provided by IE and PT was not conclusive on the offences 

covered.   
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2.1.11. Sanctions on legal persons (Article 13) 

Under Article 13, Member States shall introduce sanctions for the legal persons held 

liable pursuant to Article 12(1) or (2) and can choose to impose the sanctions foreseen in 

Articles 13(1)(a) to (e).   

 With regard to Article 13(1), all Member States have introduced administrative or 

criminal penalties that are applicable to legal persons. Some Member States (BE, CZ, 

FR, PL, RO and SK) have also chosen to introduce the additional sanction of 

publishing or displaying the decision/judgement in which the legal person was found 

guilty of the crime. Most Member States, with the exception of BG, DE, EE, FI, IE 

and UK (England/Wales, Northern Ireland and Gibraltar) have chosen to 

transpose at least one of the options set out in Articles 13(1)(a) to (e).  

 Most Member States’ legislation does not contain provisions to specifically transpose 

Article 13(2), but imposes the same sanctions on legal persons held liable under 

Article 12(2) as on those held liable under Article 12(1). Only EL introduced a 

specific transposing measure and thus did not apply the same sanctions in both cases.  

2.1.12. Non-prosecution or non-application of penalties to the victim (Article 14) 

Article 14 requires Member States to take the measures needed to ensure that competent 

national authorities are entitled not to prosecute or impose penalties on child victims of 

sexual abuse and sexual exploitation for their involvement in criminal activities, which 

they have been compelled to commit as a direct consequence of being subjected to such 

crimes.  

Most Member States have in place legislation that transposes this provision. For ES, LU, 

MT, PL and SK the information was not conclusive. 

2.1.13. Investigation and prosecution (Article 15) 

Article 15 lays down measures for the investigation and prosecution of the offences 

referred to in Articles 3 to 7. 

 Under Article 15(1), Member States shall take the necessary measures to ensure that 

investigations into or the prosecution of the offences referred to in Articles 3 to 7 are 

not dependent on a report or accusation being made by the victim or by his or her 

representative, and that criminal proceedings may continue even if that person has 

withdrawn his or her statements. Whereas the national laws of CY, NL, PL and PT 

explicitly follow the principle of Article 15(1), AT, BE, BG, CZ, DE, EE, EL, ES, 

FI, FR, HR, HU, IT, LT, LU, LV, MT, RO, SE, SI and SK transposed this 

provision by means of general rules of criminal law regulating the opening of 

investigations or prosecutions. In the UK (England/Wales, Northern Ireland and 

Scotland), prosecutors may initiate or continue criminal proceedings if they find that 

there is sufficient evidence to provide a realistic prospect of conviction and that 

prosecution is in the public interest. IE applies the same principle of public interest.  

 Article 15(2) requires that Member States make it possible to prosecute offences for a 

sufficient period of time after the victim has reached the age of majority. AT, BE, 

CY, EE, EL, ES, HR, HU, IE, LV, MT, PL, RO, SE, SI and UK have in place 

legislation that transposes this provision. In BG, CZ, DE, FI, IT, LT, NL and SK, 

the statute of limitations for some offences runs from the date the offence was 

committed. This means that child victims, in particular those abused at a very young 
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age, may not have enough time after they have reached the age of majority to obtain 

prosecution.     

 Under Article 15(3), Member States shall ensure that effective investigative tools are 

available for investigating and prosecuting offences. Whereas CY and EL explicitly 

reflect Article 15(3) in their legislation, most of the other Member States transpose it 

through a multiplicity of provisions from criminal procedural codes.  

 Article 15(4) requires Member States to take the necessary measures to enable 

investigative units or services to attempt to identify victims, in particular by 

analysing child pornography material. Most Member States have in place measures 

that transpose this provision. For BG, CZ, EE, FR, HU, IE, LT, PT, SK and UK 

(Gibraltar) the information provided was not conclusive. 

2.1.14. Reporting suspicion of sexual abuse or sexual exploitation (Article 16) 

Article 16 aims at guaranteeing that professionals whose main duty is to work with 

children can report offences (Article 16(1)) and that any person who knows about or 

suspects these offences are being committed is encouraged to report them (Article 16(2)).  

 With regard to Article 16(1), legislation in HR, MT, PT, SI and UK 

(England/Wales, Northern Ireland and Gibraltar) lays down a general obligation 

to report offences. However, the legislation of most Member States contains a 

specific provision on reporting offences in order to protect children (AT, BG, CY, 

CZ, DE, EE, EL, ES, FI, HU, IT, LT, LV, NL, RO and SE). Additionally, BG, 

CY, CZ, DE, EL, FI, HU, IT, LV, RO, SE, and SK provide for a specific obligation 

on certain professions (such as teachers, doctors, psychologists, nurses) to notify 

competent authorities. 

 Some Member States (AT, BE, BG, EL, FI, HR, HU, IT, LU, PL and SI) have 

transposed Article 16(2) through a general provision obliging or encouraging the 

reporting of offences and/or helping people in need. Other Member States (BG, CY, 

CZ, EE, ES, FR, HR, LT, LV, NL, PT, RO, SE and SK) have transposed it through 

a more specific legal provision, making it obligatory to report offences against 

children. UK (England/Wales, Northern Ireland and Scotland) uses non-

legislative measures.  

People are encouraged to report abuse mainly through helplines/hotlines, such as 

Child Focus (telephone number 116000) in BE or Child Line (116111) in LT.  

2.1.15. Jurisdiction and coordination of prosecution (Article 17) 

Article 17 lays down rules on the establishment of jurisdiction by Member States over 

the offences listed in the Directive.  

 Article 17(1) covers jurisdiction where the offence is committed in whole or in part 

within a Member State’s territory or the offender is one of its nationals. Most 

Member States have put in place legislation that transposes this provision. For CY, 

IE, LV, NL, SI, PT and UK (Gibraltar) the information was not conclusive.  

 Under Article 17(2), a Member State has the option to establish further jurisdiction 

over an offence committed outside its territory. For example, if the offence is 

committed against one of its nationals or a person who is an habitual resident in its 

territory (17(2)(a)), the offence is committed for the benefit of a legal person 

established in its territory (17(2)(b)), or the offender is an habitual resident in its 

territory (17(2)(c)). Most Member States decided to apply the options provided for 
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under Article 17(2)(a) (AT, BE, BG, CZ, EE, EL, ES, FI, FR, HR, HU, IT, MT, 

NL, PL, PT, RO, SI and SK) and 17(2)(c) (AT, BE, ES, FI, FR, HR, IE, LT, LU, 

LV, MT, NL, PT, RO, SE and SK), whereas fewer of them decided to apply the 

options under Article 17(2)(b) (CY, CZ, ES, HR, IT, LV, MT, PL, PT, RO and SI). 

 Article 17(3) requires Member States to ensure that their jurisdiction includes 

situations where an offence is committed by means of information and 

communication technology accessed from their territory, whether or not it is based on 

their territory. Whereas CY, EL, MT and PT have a specific provision which follows 

the wording of the Directive and refers directly to offences committed by means of 

information and communication technology, AT, BE, BG, DE, EE, ES, FI, FR, HR, 

HU, IE, IT, LT, RO, SI, SK and UK use a general provision establishing 

jurisdiction over crimes committed on their territories.  

 Article 17(4) prohibits the establishment of the double criminality requirement for the 

prosecution of offences committed outside the territory of the Member State 

concerned, when the offender is one of its nationals. BG, CZ, HU, IT, LV, MT, SK 

and UK (England/Wales and Northern Ireland) do not provide for the requirement 

of double criminality when establishing their jurisdiction over an offence. Despite 

having a double criminality clause, AT, BE, DE, EE, EL, ES, FI, FR, HR, LT, LU, 

NL and SE provide for specific exceptions for all offences referred to in Article 

17(4). 

 Under Article 17(5), Member States shall ensure that their jurisdiction is not 

subordinated to the condition that the prosecution can only be initiated following a 

report made by the victim in the place where the offence was committed, or a 

denunciation from the State of the place where the offence was committed. Most 

Member States have in place legislation that transposes this provision. For LU and SI 

the information provided was not conclusive.  

2.2. Assistance to and protection of victims (Articles 18 to 20) 

2.2.1. General provisions on assistance, support and protection measures for child 

victims (Article 18) 

Article 18 lays down general provisions on assistance, support and protection measures 

for child victims: 

 Under Article 18(1), child victims shall be provided with assistance, support and 

protection taking into account the best interests of the child. Most Member States 

have in place legislation that transposes this provision. The information provided by 

BE, DE, LV and SI was not conclusive. 

 Article 18(2) obliges Member States to take the necessary measures to ensure that a 

child is provided with assistance and support as soon as the competent authorities 

have a reasonable-grounds indication that the child might be a victim. About half of 

the Member States have in place measures that transpose this provision. For AT, BE, 

BG, DE, EL, ES, FR, IT, LU, NL, PL, SI and UK (England/Wales, Northern 

Ireland and Scotland) the information was not conclusive.  

 Article 18(3) requires Member States to ensure, when the age of the person is 

uncertain and there are reasons to believe that he/she is a child, that the person is 

presumed to be a child in order to receive immediate access to assistance, support and 

protection. Whereas the wording of the legislation in BG, CY, EL and LT 

transposing this provision is very similar to the Directive, the legislation in EE, ES, 

HR, LV, MT, PT, RO and UK (England/Wales and Gibraltar) contains a general 
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presumption of minority in favour of the victim until the contrary is proved. For AT, 

BE, CZ, DE, FI, FR, HU, IE, IT, LU, PL, SE, SI, SK and UK (Scotland) the 

information was not conclusive.  

2.2.2. Assistance and support to victims (Article 19) 

Article 19 lays down general provisions on assistance, support and protection measures 

for child victims and their families.  

 Under Article 19(1), Member States shall ensure that assistance and support are 

provided to victims before, during and for an appropriate period of time after the 

conclusion of criminal proceedings, in particular ensuring the protection of children 

who report cases of abuse within their family. Most Member States have in place 

legislation that transposes this provision. The information provided by DE, HU, IE, 

IT, LV, PL, RO, SI and SK was not conclusive.  

 Article 19(2) requires Member States to ensure that assistance and support for a child 

victim are not made conditional on the child’s willingness to cooperate in the 

criminal investigation, prosecution or trial. Whereas the legislation in CY, EL, MT 

and UK (England/Wales and Gibraltar) uses very similar wording to the Directive, 

most Member States (AT, BE, BG, CZ, EE, ES, FI, FR, HR, HU, IE, IT, LT, LU, 

LV, NL, PL, PT, RO, SE, SK and UK (Northern Ireland and Scotland)) used a 

variety of provisions on assistance and support. The information provided by DE and 

SI was not conclusive. 

 Under Article 19(3), Member States shall ensure that assistance and support to child 

victims are provided following an individual assessment of the special circumstances 

of each victim, and taking due account of the child’s views, needs and concerns. Most 

Member States have introduced measures that transpose this provision.
5
 The 

information provided by DE, EL, IT, LT, LU, LV, NL, PL, SI and UK (Scotland) 

was not conclusive.  

 Under Article 19(4), child victims of sexual offences are considered as particularly 

vulnerable victims pursuant Framework Decision 2001/220/JHA, replaced since 2012 

by the Victims' Rights Directive.
6
 Most Member States have taken measures that 

transpose this provision. The information provided by DE, EL, IE, IT, SI and UK 

(Scotland) was not conclusive.  

The recognition of children as particularly vulnerable victims is foreseen through 

special assistance and protection measures (except for UK (Gibraltar) that 

transposed literally). These measures ensure that child victims are entitled to testify in 

a manner that shields them from giving evidence in open court and that they are 

handled only by people that have been specially trained for this purpose.  

 Article 19(5) requires Member States, where appropriate and possible, to provide 

assistance and support to the family of the child victim when the family is in their 

territory. AT, BE, BG, CY, EE, FI, HR, IE, LT, MT, NL, PT, SK and UK have 

                                                 
5 For example, the assessment may encompass the evaluation of the child victim’s situation based on 

information collected by the family, the child, the school, nursery, relatives or other authorities, the child’s 

development and satisfaction of needs, parental capacity, the social environment of the child and the 

family, the child’s views and wishes, and the child’s age, health condition, intellectual maturity and 

cultural identity. 
6 Council Framework Decision 2011/220/JHA of 15 March 2001 on the standing of victims in criminal 

proceedings, replaced by Directive 2012/29/EU of 25 October 2012 establishing minimum standards on the 

rights, support and protection of victims of crime. 
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taken measures to transpose this provision, whereas in the other Member States the 

information provided was not conclusive.  

2.2.3. Protection of child victims in criminal investigations and proceedings (Article 

20) 

Article 20 lays down requirements for Member States concerning the protection of 

victims in criminal investigations and proceedings. 

 The majority of Member States (BG, CY, CZ, DE, EE, EL, ES, FR, FI, HR, HU, 

IE, IT, LT, LU, LV, MT, NL, PL, PT, RO, SE, SI, SK and UK (Gibraltar)) have 

taken measures to ensure that in criminal investigations and proceedings the 

competent authorities appoint a special representative for the child victim, in 

accordance with Article 20(1). The information provided by AT, BE and UK 

(Northern Ireland, Scotland and England/Wales) was not conclusive.  

 Under Article 20(2), Member States shall ensure that child victims have access to 

legal counselling and legal representation, which must be free of charge if the victim 

does not have sufficient financial resources. Most Member States have in place 

legislation that transposes this provision. For AT, CZ, DE, EE, IE, LT, PL, RO and 

UK (England/Wales, Scotland and Northern Ireland) the information provided 

was not conclusive.  

 Article 20(3) describes a series of requirements to take into account when conducting 

criminal investigations involving child victims, and in particular during interviews. 

Whereas EL, HR, LT, MT, PT, RO, SE and UK (England/Wales, Northern 

Ireland and Gibraltar) have put in place the necessary measures to transpose Article 

20(3), the information provided by the other Member States was not conclusive.  

 Most of the Member States have taken measures to ensure that interviews with the 

child victim or child witness are audio-visually recorded and can be used as evidence 

in criminal court proceedings, in accordance with Article 20(4). The information 

provided by AT, FI, IE, MT and PL was not conclusive.  

 Article 20(5) requires Member States to put in place measures to ensure that it may 

be ordered that the hearing take place without the presence of the public or without 

the presence of the child. Most Member States transposed this Article although the 

information provided by BE, FI, PL and UK (Scotland) was not conclusive.  

 In accordance with Article 20(6), most Member States have taken measures to protect 

the privacy, identity and image of child victims, and to prevent the public 

dissemination of any information that could lead to their identification. The 

information provided by BE, DE, PL, PT and SI was not conclusive.  

2.3. Prevention (Articles 10 and 21 to 25) 

2.3.1. Disqualification arising from convictions (Article 10) 

Article 10 addresses the prevention of offences against children through disqualification 

arising from convictions.  

 Article 10(1) requires Member States to put in place measures to ensure that a natural 

person who has been convicted of child sex offences may be temporarily or 

permanently prevented from exercising at least professional activities involving direct 

and regular contact with children. Some Member States (BE, BG, EL, ES, LT, PT 

and RO) opted for temporary disqualification, whereas LU and SK opted for 
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permanent disqualification. In DE, FR, HR, HU, IE, MT and UK (England/Wales, 

Northern Ireland and Scotland), both the temporary and the permanent 

disqualifications are possible. On the other hand, it is not evident from the legislation 

of CY, EE, FI, LV and NL whether such disqualification is permanent or temporary. 

SE transposes this Article through systematic background checks for work involving 

contact with children rather than through a specific provision for disqualification.  

The information provided by AT, CZ, IT, PL, SI and UK (Gibraltar) was not 

conclusive.  

 Under Article 10(2), Member States shall put in place measures to ensure that 

employers are entitled to request information on criminal convictions or 

disqualifications when recruiting for professional or voluntary activities. Most 

Member States have transposed this provision. The information can be obtained, for 

example, by requiring the submission of the person’s criminal record (BE, ES, FI, 

HR, HU, IE, IT, LU, MT, NL, PT, RO, SE, SK and UK), the convict register (LT), 

the punishment register (LV), the record of good conduct (DE), the police record 

(CY), the record containing criminal punishment data (EE) or the automated national 

file of sexual or violent offences authors (FR).  

 With regard to Article 10(3), most Member States have transposed the requirement to 

transmit the information on criminal convictions and disqualifications in accordance 

with the procedures set out in Framework Decision 2009/315/JHA on the exchange 

of criminal records information.
7
 However, a few Member States still do not seem to 

ensure that information is transmitted if other Member States request information on 

previous criminal convictions. In some cases, they do not make it a legal obligation to 

send that information (BE, CZ, IE, LV, MT and SE). In other cases, they go beyond 

the requirement of the Directive that the person concerned (a national from Member 

State A) must consent to the issuing of the criminal certificate by the country where 

he intends to work or volunteer (Member State B), by specifically requiring an 

additional consent from the person concerned for the information on the conviction to 

be sent from Member State A to Member State B (FI, LU and UK (England/Wales, 

Northern Ireland and Scotland)).  

2.3.2. Measures against advertising abuse opportunities and child sex tourism (Article 

21) 

Article 21 provides for the adoption of preventive/prohibitive measures against 

advertising abuse opportunities and child sex tourism. 

 Article 21(a) concerns the prohibition/prevention of the dissemination of material 

advertising the opportunity to commit child sexual offences. Whereas AT, BE, CY, 

EE, EL, IT, LV, MT and SK have in place a criminal offence penalising the 

advertising specified in Article 21(a), DE, FI, FR, LV, PL, PT and RO have 

transposed this provision of the Directive through the criminal offence of public 

incitement.  

 Article 21(b) concerns the prohibition/prevention of the organisation for others of 

travel arrangements with the purpose of offending. Most Member States have taken a 

variety of measures to transpose this provision. For example, AT, BG and FI 

criminalize this conduct through provisions applicable to aiders/abettors and practical 

measures, while in CZ, LT and SK such conduct is solely penalised via the provision 

                                                 
7 See footnote 1. 
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applicable to participants, even if the main crime was not committed. CY, EL, IT 

and MT have adopted a specific offence which sanctions the organisation of travels 

for third parties with the aim to commit child offences.   

2.3.3. Preventive intervention programmes or measures (Article 22) 

Article 22 requires Member States to ensure that persons who fear that they might offend 

may have access to effective intervention programmes or measures designed to evaluate 

and prevent the risk of such offences being committed. AT, BG, DE, FI, NL, SK and 

UK (England/Wales, Northern Ireland and Scotland) have put in place measures to 

transpose this provision, whereas the information provided by the other Member States 

was not conclusive.  

2.3.4. Prevention (Article 23) 

Article 23 requires Member States to take appropriate measures to prevent the sexual 

abuse and sexual exploitation of children.  

 Article 23(1) concerns education and training measures. While CY, EL, ES, and LT 

transposed this Article through specific legislative provisions, BG, CZ and PT used 

other measures such as national action plans/strategies. NL, PL, RO, SE and UK 

(England/Wales, Northern Ireland and Scotland), used general legislative 

measures in combination with campaigns and projects. 

 Article 23(2) concerns information and awareness campaigns, possibly in cooperation 

with civil society organisations. All Member States transposed this provision, for 

example through education programmes (AT, BE, CY, FR, LU, LV, MT, PT, SK 

and UK (England/Wales and Northern Ireland)). 

 Article 23(3) concerns regular training of officials likely to come in contact with 

child victims. Most Member States have taken measures to transpose this provision. 

The information from EL, HU, IE, IT and UK (Scotland) was not conclusive.  

2.3.5. Intervention programmes or measures on a voluntary basis in the course of or 

after criminal proceedings (Article 24) 

Article 24 regulates the provision of intervention programmes or measures in the course 

of or after the criminal proceedings. 

 Article 24(1) requires Member States to ensure that effective intervention 

programmes or measures are made available at any time during the criminal 

proceedings, inside and outside prison, to prevent and minimise the risks of repeated 

offences. Whereas a number of Member States have taken measures to transpose this 

provision, the information provided by AT, CY, CZ, DE, ES, FI, FR, HU, IE, IT, 

LU, LV, PL, PT, RO, SE, SI, SK and UK (Northern Ireland, Scotland and 

Gibraltar) was not conclusive.  

 Article 24(2) requires that the intervention programmes or measures meet the specific 

developmental needs of children who sexually offend. Member States have 

transposed this provision through various means such as legislation (BG, HR and 

RO), a combination of legislation and other measures (HU, LT and MT), or other 

measures (FI, NL and UK (England/Wales, Northern Ireland and Scotland)). 

 Article 24(3) requires that access to the intervention programmes or measures be 

ensured for persons subject to criminal proceedings (Article 24(3)(a)) and convicted 

persons (Article 24(3)(b)). CY, EL, MT, NL, RO and UK have taken measures to 
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transpose Article 24(3)(a) and BG, CY, DE, EL, ES, FI, HR, IT, LT, MT, NL, RO 

and UK have taken measures to transpose Article 24(3)(b). The information provided 

by the rest of Member States was not conclusive. 

 Under Article 24(4), Member States shall ensure that the persons who may access 

intervention programmes or measures are subject to an assessment of the danger they 

represent and the risk of recidivism, with the aim to identify the appropriate 

programme or measure. AT, EL, HR, LT, MT, RO and SE have taken measures to 

transpose this provision whereas the information provided by the rest of Member 

States was not conclusive.    

 Article 24(5) requires Member States to ensure that the persons who may access 

intervention programmes or measures are fully informed of the reasons for the 

proposal (Article 24(5)(a)), consent to their participation with full knowledge of the 

facts (Article 24(5)(b)) and may refuse and be made aware of the possible 

consequences in the case of convicted persons (Article 24(5)(c)). AT, BG, CY, EE, 

FI, LT, MT and UK (Gibraltar) have taken measures to transpose Articles 24(5)(a) 

and (b) and CY, EE, FI, FR, LT, MT and UK (Gibraltar) to transpose Article 

24(5)(c). The information provided by the other Member States was not conclusive.  

2.3.6. Measures against websites containing or disseminating child pornography 

(Article 25) 

Please refer to the specific, separate report on the transposition of this Article.
8
 

                                                 
8 See footnote 3.  
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3. CONCLUSION AND NEXT STEPS 

The Directive is a comprehensive legislative framework which has led to substantive 

progress in the Member States by amending criminal codes, criminal procedures and 

sectorial legislation, streamlining procedures, setting up or improving cooperation 

schemes and improving the coordination of national actors. The Commission 

acknowledges the major efforts made by the Member States to transpose the Directive. 

However, there is still considerable scope for the Directive to reach its full potential 

through complete implementation of all of its provisions by Member States.  

The analysis so far suggests that some of the main challenges for Member States could be 

related to prevention and intervention programmes for offenders (Articles 22, 23 and 24), 

substantial criminal law (Articles 3, 4 and 5) and the assistance, support and protection 

measures for child victims (Articles 18, 19 and 20).  

Less challenging provisions seem to include those related to incitement, aiding and 

abetting, and attempt (Article 7), consensual sexual activities (Article 8), seizure and 

confiscation (Article 11) and liability and sanctions on legal persons (Articles 12 and 13).  

Given the comprehensive nature of the Directive, the Commission will focus on ensuring 

that the transposition is finalised across the EU and that the provisions are correctly 

implemented. Therefore, for the time being, the Commission has no plans to propose 

amendments to the Directive or any complementary legislation. The Commission will 

instead focus its efforts on ensuring that children benefit from the full added value of the 

Directive, through its complete transposition and implementation by Member States. 

The Commission will continue to provide support to Member States to ensure a 

satisfactory level of transposition and implementation. This includes monitoring that 

national measures comply with the corresponding provisions in the Directive. Where 

necessary, the Commission will make use of its enforcement powers under the Treaties 

through infringement procedures. It will also support the implementation of the Directive 

by facilitating the development and exchange of best practices in specific areas such as 

prevention and intervention programmes for offenders. 



 

EN    EN 

 

 

 
EUROPEAN 
COMMISSION  

Brussels, 16.12.2016  

COM(2016) 872 final 

  

REPORT FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT AND 

THE COUNCIL 

assessing the implementation of the measures referred to in Article 25 of Directive 

2011/93/EU of 13 December 2011 on combating the sexual abuse and sexual exploitation 

of children and child pornography  

 



 

2 
 

Contents 

1. INTRODUCTION ....................................................................................................... 3 

1.1. Objectives and scope of Article 25 .................................................................... 3 

1.2. Purpose of this report and methodology ............................................................ 5 

2. TRANSPOSITION MEASURES ............................................................................... 7 

2.1. Removal (Article 25(1)) .................................................................................... 7 

2.1.1. Content hosted in a Member State’s territory ...................................... 7 

2.1.2. Content hosted outside a Member State’s territory ............................. 9 

2.2. Blocking (Article 25(2)) .................................................................................. 10 

3. CONCLUSION AND NEXT STEPS ....................................................................... 12 

 



 

3 
 

1. INTRODUCTION 

The Internet has brought about a dramatic increase in child sexual abuse in that: 

 it facilitates the sharing of child sexual abuse material, by offering a variety of 

distribution channels such as the web, peer-to-peer networks, social media, 

bulletin boards, newsgroups, Internet relay chats and photo-sharing platforms, 

among many others. Sharing is also facilitated by access to a worldwide 

community of like-minded individuals, which is a source of strong demand and 

mutual support; 

 it provides technical means and security measures that can facilitate anonymity;
1
 

 as a consequence of the strong demand for child sexual abuse material, children 

continue to be at risk of becoming victims, while anonymity can obstruct the 

investigation and prosecution of these crimes; and 

 new child sexual abuse materials have become a currency. To obtain and 

maintain access to forums, participants frequently have to submit new materials 

on a regular basis, which encourages the commission of child sexual abuse. 

Online child sexual abuse is a nefarious crime with long-term consequences for its 

victims. Harm is caused not only when the abuse is actually recorded or photographed, 

but also every time the images and videos are posted, circulated and viewed. For the 

victims, the realisation that the images and videos in which they are abused are ‘out 

there’ and that they could even encounter someone who has seen the material is a major 

source of trauma and additional suffering. 

There are indications that the average age of victims of child sexual abuse material is 

steadily decreasing: according to the International Association of Internet Hotlines 

(INHOPE),
2
 around 70% of the victims in the reports that INHOPE hotlines processed in 

2014 appeared to be prepubescent.
3
 The Internet Watch Foundation (IWF) issued similar 

figures in 2015, adding that 3% of the victims appeared to be two years old or younger 

and a third of images showed children being raped or sexually tortured.
4
   

 

1.1. Objectives and scope of Article 25 

The main objective of Article 25 of the Directive
5
 is to disrupt the availability of child 

pornography.
6
 Such provisions were first introduced with the Directive, as they were not 

included in the main legislative instruments in the area, i.e.: 

 the Framework Decision
7
 that the Directive replaces; 

 the 2007 Council of Europe Convention on the protection of children against 

sexual exploitation and sexual abuse, from which the Directive draws inspiration 

in other areas; or  

                                                 
1 e.g. the Onion Router (www.torproject.org). 
2 http://www.inhope.org/ 
3 http://www.inhope.org/tns/resources/statistics-and-infographics/statistics-and-infographics-2014.aspx 
4 https://www.iwf.org.uk/accountability/annual-reports/2015-annual-report 
5 Directive 2011/93/EU of 13 December 2011 on combating the sexual abuse and sexual exploitation of 

children and child pornography. Article 25 of the Directive covers 'measures against websites containing or 

disseminating child pornography'.  
6 As defined in Article 2(c) of the Directive. 
7 Council Framework Decision 2004/68/JHA of 22 December 2003 on combating the sexual exploitation 

of children and child pornography.  

http://www.torproject.org/
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 the Council Decision to combat child pornography on the Internet,
8
 which was 

one of the first legal instruments at EU level that addressed child pornography. 

Article 25 is one of a number of provisions in the Directive to facilitate prevention and 

mitigate secondary victimisation. Together with provisions on the prosecution of crimes 

and protection of victims, they are part of the holistic approach required to tackle child 

sexual abuse, child sexual exploitation and child pornography effectively. 

Article 25 reads as follows:
9
  

1. Member States shall take the necessary measures to ensure the prompt 

removal of web pages containing or disseminating child pornography hosted in 

their territory and to endeavour to obtain the removal of such pages hosted 

outside of their territory.  

2. Member States may take measures to block access to web pages containing or 

disseminating child pornography towards the Internet users within their territory. 

These measures must be set by transparent procedures and provide adequate 

safeguards, in particular to ensure that the restriction is limited to what is 

necessary and proportionate, and that users are informed of the reason for the 

restriction. Those safeguards shall also include the possibility of judicial redress.    

It therefore: 

 obliges Member States to remove promptly material on websites hosted within 

their territory; 

 obliges them to endeavour to secure the removal of material on websites 

hosted elsewhere; and 

 offers the possibility to block access to child pornography by users within their 

territory, subject to a number of safeguards. 

It is important to note that Article 25 refers to ‘measures’, which may not necessarily 

involve legislation. As recital 47 of the Directive states: 

"… The measures undertaken by Member States in accordance with this Directive 

in order to remove or, where appropriate, block websites containing child 

pornography could be based on various types of public action, such as legislative, 

non-legislative, judicial or other. In that context, this Directive is without 

prejudice to voluntary action taken by the Internet industry to prevent the misuse 

of its services or to any support for such action by Member States…" 

Non-legislative measures are therefore considered to transpose the Directive 

satisfactorily if they allow the outcomes specified in Article 25 to be achieved in practice. 

Cooperation between the private sector, including industry and civil society, and public 

authorities, including law enforcement agencies (LEAs) and the judiciary, is crucial to 

implementing the measures under Article 25 and effectively fighting the dissemination of 

child sexual abuse material online. 

 

 

 

                                                 
8 Council Decision 2000/375/JHA of 29 May 2000 to combat child pornography on the Internet. 
9 See also recitals 46 and 47 of the Directive concerning the measures referred to in Article 25. 
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The parties involved in disrupting the availability of child sexual abuse material online 

are: 

 information society service providers (ISSPs), including providers of access, 

hosting and online platforms. As criminals abuse the services and the 

infrastructure they provide, ISSPs are well placed to cooperate in the 

implementation of Article 25. For example, hosting providers are ultimately able 

to remove material hosted on their servers and access providers such as internet 

service providers (ISPs) can block access;  

 Internet users, who may come across child sexual abuse material online 

(intentionally or unintentionally) and decide to report it to the ISSP directly if the 

technology to do so is in place, e.g. through a ‘report abuse’ button on the web 

page or browser. Users may also report to a dedicated hotline run by a civil 

society organisation, or to the LEA responsible; 

 dedicated hotlines, usually run by an NGO or an association of ISSPs or media 

companies, which allow anonymous reporting by users who may not feel 

comfortable reporting to the police and cannot or do not wish to report to the 

ISSP directly. In many cases, reports received in one country refer to material 

hosted by providers in another. Its removal requires international cooperation, 

which INHOPE facilitates; 

 LEAs, whose work is supported by reports passed on by hotlines and directly 

from Internet users. They also share reports with each other in Europe (directly 

and through Europol and its European Cybercrime Centre)
10

 and beyond (through 

Interpol);
11

 and 

 the judiciary, which ensures application of the law in each Member State. In 

some countries, court orders are needed to remove or block material. Eurojust
12

 

helps coordinate judicial cooperation in criminal matters across Member States.  

1.2. Purpose of this report and methodology 

Article 27 of the Directive requires Member States
13

 to bring into force the laws, 

regulations and administrative provisions necessary to comply with the Directive and 

communicate them to the Commission by 18 December 2013. 

This report responds to the requirement under Article 28(2) of the Directive for the 

Commission to submit a report to the European Parliament and the Council assessing the 

implementation of the measures referred to in Article 25 of the Directive.
14

 The report 

aims to provide a concise yet informative overview of the main transposition measures 

taken by Member States. 

                                                 
10 https://www.europol.europa.eu/ec3 
11 http://www.interpol.int/Crime-areas/Crimes-against-children/Crimes-against-children 
12 http://www.eurojust.europa.eu/ 
13

 From this point onwards, ‘Member States’ or ‘all Member States’ refer to the Member States bound by 

the Directive (i.e. all EU Member States except Denmark). In accordance with Articles 1 and 2 of Protocol 

22 on the Position of Denmark, Denmark did not take part in the adoption of the Directive, nor does the 

Directive apply to it. However Council Framework Decision 2004/68/JHA continues to be applicable to 

and binding upon Denmark. In accordance with Article 3 of Protocol 21 on the position of the United 

Kingdom and Ireland, both took part in the adoption of the Directive and are bound by it. 
14 In accordance with Article 28(1) of the Directive, the extent to which the Member States have taken the 

necessary measures to comply with the Directive is assessed in a separate report (COM(2016) 871) 

published jointly with this one. 
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By the transposition deadline, only 12 Member States had notified the Commission that 

they had completed transposition of the Directive. The Commission therefore opened 

infringement proceedings for non-communication of national transposition measures 

against the others: BE, BG, IE, EL, ES, IT, CY, LT, HU, MT, NL, PT, RO, SI and the 

UK.
15

 All these infringement proceedings had been closed by 8 December 2016. The late 

adoption and notification of national transposition measures delayed the Commission’s 

analysis and publication of the transposition reports. 

The description and analysis in this report are based on the information that Member 

States provided by 1 November 2016. Notifications received after that date have not been 

taken into account. Beyond the issues identified in this report, there may be both further 

challenges in transposition and other provisions not reported to the Commission or 

further legislative and non-legislative developments. Therefore, this report does not 

prevent the Commission from further evaluating some provisions, to continue supporting 

Member States in the transposition and implementation of Article 25. 

                                                 
15 Member States in this document are abbreviated according to these rules: 

http://publications.europa.eu/code/en/en-370100.htm 
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2. TRANSPOSITION MEASURES 

2.1. Removal (Article 25(1)) 

2.1.1. Content hosted in a Member State’s territory  

Member States have adopted two types of measures to ensure the prompt removal of web 

pages containing or disseminating child pornography hosted in a Member State’s 

territory: measures based on Directive 2000/31/EC
16

 (E-commerce Directive), and 

measures based on national criminal law.  

1.  Measures based on the E-commerce Directive  

The E-commerce Directive defines the liability limitations of an Internet intermediary 

providing services consisting of mere conduit, caching and hosting. In particular, a 

hosting provider cannot be held liable if:
17

 

a. it has neither knowledge of nor control over the information that is transmitted or 

stored, and  

b. upon obtaining actual knowledge or awareness of illegal activities, it acts 

expeditiously to remove or to disable access to the information concerned.  

These provisions constitute the basis for the development of notice and take down 

procedures for illegal content. In the area of child sexual abuse material, these 

procedures take the form of mechanisms run by interested parties aimed at identifying 

illegal information hosted on the network and at facilitating its rapid removal.  

Member States have implemented notice and take down procedures through national 

hotlines, to which Internet users can report child sexual abuse material that they find 

online. INHOPE is the umbrella organisation for the hotlines. Supported by the 

European Commission’s Safer Internet Programme
18

, and since 2014 by the 

Connecting Europe Facility framework,
19

 it currently represents a network of 51 

hotlines in 45 countries, including all EU Member States.  

The hotlines have memoranda of understanding with the corresponding national 

LEAs, which set out procedures for handling the reports received from Internet users. 

The different operating procedures include in general the following common actions 

for content hosted in the Member States:  

1) Determine the hosting location.  

A hotline receives an Internet user’s report of a web address (URL) with possible 

child sexual abuse material and determines in which country the material is 

hosted. In some cases, the hotline receives the report from another INHOPE 

network member, which has already determined that the hosting location is in the 

country of the hotline in question.  

                                                 
16 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal 

aspects of information society services, in particular electronic commerce, in the Internal Market 

('Directive on electronic commerce'). The last implementation report was published in 2012: 

http://ec.europa.eu/internal_market/e-commerce/docs/communication2012/SEC2011_1641_en.pdf  
17 Article 14 of E-commerce Directive. 
18 https://ec.europa.eu/digital-single-market/en/safer-internet-better-internet-kids 
19 https://ec.europa.eu/digital-single-market/en/connecting-europe-facility 

http://ec.europa.eu/internal_market/e-commerce/docs/communication2012/SEC2011_1641_en.pdf
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2) Analyse content. 

If the material is hosted in the country, the hotline determines whether the URL 

has been reported previously. If so, the report is discarded. Otherwise, the hotline 

analyses the images and videos on the URL and determines whether they are 

known and whether they may be illegal in that country.  

3) Inform hosting provider. 

The hotline forwards the report and the analyses to the national LEA. Depending 

on the memorandum of understanding, the hosting provider is then informed by: 

 the hotline, after the LEA has agreed that the material can be taken down, 

ensuring that this would not interfere with an ongoing investigation (AT, 

CZ, DE (eco and FSM hotlines), FR, HU, LU, LV, NL, PL, PT, RO, SE 

and the UK). The time between the hotline first informing the LEA and the 

hotline communicating with the hosting provider varies depending on the 

procedures agreed between the hotline and the LEA in each Member State. 

In any case, the LEA (instead of or in addition to the hotline) may choose 

to inform the hosting provider as circumstances require.  

 the LEA only. In BG, DE (Jugendschutz hotline), EE, EL, FI, MT, SI and 

SK, the LEA communicates with the hosting provider, while the hotline 

monitors that the content is actually removed.  

In CY and HR, a court order is required to request the removal of the 

material. In both countries, access to the website is temporarily blocked 

until the court order is obtained.  

After being made aware of the existence of illegal material on its servers, the hosting 

provider can be held liable if it fails to remove it in accordance with the national 

implementing laws. The only limit to the attribution of liability is the liability 

exemption under the E-commerce Directive as implemented by Member States (see 

above).  

At the time of writing, most Member States have hotlines that are capable of 

assessing reported content to implement notice and take down procedures, except 

BE, ES and IT:  

 BE notified recently adopted legislation that allows an INHOPE hotline to 

operate in the country and handle reports according to the general procedure 

described above. At the time of writing, the Belgian police and judiciary 

were negotiating with the hotline a memorandum of understanding and the 

operating protocols.   

 The situation in ES requires closer examination with regard to the hotline 

situation.  

 IT has two INHOPE hotlines, but the current legislation does not allow them 

to check the content of reports received from Internet users or other hotlines. 

Therefore, they simply forward the reports to the LEA (the National Centre 

for Combatting Online Child Pornography, CNCPO), without checking the 

content. 

2.  Measures based on national criminal law 

 Member States have notified two types of criminal law provisions which also allow 

the removal of illegal content hosted in their territory:   
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a. general provisions that allow the seizure of material relevant to criminal 

proceedings, e.g. material used in the commission of an offence: AT, CZ, HU, IT, 

LU, NL, SE and SK; and 

b. specific provisions on the removal of child pornography: CY, EE, EL, ES, SE, and  

UK (Gibraltar).  

The legislation in CZ, EL, HU and UK (Gibraltar) makes explicit reference to the 

requirement of prompt removal: ‘without undue delay’ (CZ), ‘executed immediately’ 

(EL), ‘within 12 hours’ (HU) or ‘prompt removal’ (UK (Gibraltar)).  

Other Member States transpose this requirement through the notice and takedown 

procedures described above, which may lead to the criminal law channels being used 

only in an ancillary way to deal with cases where notice and takedown mechanisms 

encounter difficulties (e.g. for lack of cooperation of the hosting provider) or where 

material is linked to an ongoing criminal investigation. In Member States without 

functional notice and take down mechanisms or where criminal law does not specify 

prompt removal, more information is needed on the measures taken to transpose this 

requirement.    

2.1.2. Content hosted outside a Member State’s territory 

All Member States except BE, ES and IT have transposed this provision through a fully 

operational hotline (i.e. a hotline authorised to assess the material) and the following 

operating procedure to endeavour to remove content hosted outside their territory:  

1) once the operators of the hotline that has received the report determine that the 

hosting location is outside of the Member State, they verify whether there is an 

operational INHOPE hotline in the hosting country; 

2) if the hosting country has an INHOPE hotline, the report is sent to it through the 

internal INHOPE information exchange system, so that it can process the report 

according to the national procedure for content hosted in the country; 

3) if the hosting country does not have an INHOPE hotline, the report is sent to the LEA 

of the country in which it was received, which forwards it, usually via Europol or 

Interpol, to the LEA of the hosting country.  

Although the procedures across hotlines follow in general a similar pattern, there are 

some specificities depending on what has been agreed between the hotline and the LEA. 

For example, some hotlines (e.g. in DE, LT and LV) notify the hosting provider abroad 

if no action has been taken after a certain time. Some hotlines (e.g. in AT, CZ, DE, FR, 

LU, MT) inform the LEA of their country when they forward a report to a hotline 

abroad, while others (e.g. in HU, NL, PL, SE and the UK) generally do not. Finally, if 

there is no INHOPE hotline in the hosting country, some hotlines (e.g. in EE, LU, and 

the UK) contact non-INHOPE hotlines there, if they exist.  

Member States without a fully operational hotline (BE, ES and IT) transpose this 

provision by arranging for the exchange of information, usually via Europol or Interpol, 

between the LEA in the country in which the report originated and that of the country in 

which the material is hosted. In this case, more information is needed on the transposition 

of the provision through this mechanism, in particular in relation to cases where the web 

pages hosted abroad are not linked to any criminal proceedings in that Member State and 

are not the object of any request for mutual legal assistance (MLA). 

With regard to the promptness and effectiveness of removal through the hotlines, 

according to their data, 93% of the child sexual abuse material processed by the hotlines 
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in Europe and 91% of the material processed by the hotlines worldwide was removed 

from Internet public access in less than 72 hours.
20

 

2.2. Blocking (Article 25(2)) 

About half of the Member States (BG, CY, CZ, EL, ES, FI, FR, HU, IE, IT, MT, PT, 

SE and the UK) have chosen to apply optional blocking measures under Article 25(2). 

The variety of the measures reflects the wording of recital 47 of the Directive (legislative, 

non-legislative, judicial or other, including voluntary action by the Internet industry). 

One way to classify the measures is according to whether a court order is required to 

block a website. A court order is: 

 required in EL, ES and HU; 

 not mandatory in  

o CY, FR, IT and PT, where ISPs are required by law to comply with the 

request of the authorities (i.e. the LEA or the national regulator) to block 

the site; and  

o BG, CZ, IE, FI, MT, SE, and the UK, where ISPs are not explicitly 

required by law to comply with the authorities’ request but do so 

voluntarily. 

Blacklists of websites containing or disseminating child pornography are commonly used 

in the implementation of blocking measures. Blacklists are typically prepared by national 

authorities (i.e. the LEA or the regulator) and transmitted to the ISPs. Some Member 

States (EL, HU, IT, FI and FR) notified legislation that governs this process.  

BG uses Interpol’s ‘Worst of List’,
21

 while the UK uses IWF’s URL list.
22

 ISPs in CZ 

also use the IWF list on a self-regulatory basis.  

Information received from Member States was, in general, not conclusive as to the 

number of webpages included in blocking lists, or the number of attempts blocked.   

The Directive requires that measures taken to block access to websites containing or 

disseminating child pornography provide for transparent procedures and adequate 

safeguards. Recital 47 states that: 

Whichever basis for action or method is chosen, Member States should ensure that 

it provides an adequate level of legal certainty and predictability to users and 

service providers. Both with a view to the removal and the blocking of child abuse 

content, cooperation between public authorities should be established and 

strengthened, particularly in the interests of ensuring that national lists of websites 

containing child pornography material are as complete as possible and of avoiding 

duplication of work. Any such developments must take account of the rights of the 

end users and comply with existing legal and judicial procedures and the European 

Convention for the Protection of Human Rights and Fundamental Freedoms and 

the Charter of Fundamental Rights of the European Union. 

Specifically, Article 25(2) refers to the following requirements: 

                                                 
20http://www.inhope.org/Libraries/Statistics_Infographics_2014/INHOPE_stats_infographics_for_2014.sfl

b.ashx 
21https://www.interpol.int/Crime-areas/Crimes-against-children/Access-blocking/The-INTERPOL-

%22Worst-of%22-list 
22 https://www.iwf.org.uk/members/member-policies/url-list/blocking-faqs#WhatistheIWFURLlist 



 

11 

1. transparent procedures; 

2. limitation to what is necessary and proportionate; 

3. information to users on the reasons for restriction; and  

4. possibility of judicial redress.  

Member States which opted to transpose this provision have done so incorporating a 

variety of transparent procedures and safeguards: 

 in EL, the Hellenic Telecommunication and Post Commission notifies orders of 

the competent authorities to providers of Internet access services and urges 

immediate content blocking and the provision of relevant information to users. 

The owner of the webpage may appeal against the order within a period of two 

months;  

 in ES, during the criminal proceedings, the judge may order the closure of a 

website containing child pornography as a precautionary measure, which can be 

contested. The service provider is obliged to provide the necessary information to 

customers;  

 in FI, the police may establish, maintain and update a list of child pornography 

sites. Where a website is blocked, the police have to issue a statement giving the 

reasons for the blocking which must be displayed every time access to a site is 

blocked. Appeals against decisions by the police to add a site to the blocking list 

can be lodged with an administrative court;  

 in FR, Internet providers must block access to the Internet addresses concerned 

within 24 hours. The list of websites is reviewed by a qualified person from the 

National Commission on Computing and Freedoms. Users trying to reach the 

service to which access is denied are redirected to an information address of the 

Ministry of Interior, stating the reasons for denial of access and the available 

redress procedures before the administrative court; 

 in HU, access can be blocked temporarily or permanently. Requests are received 

by the Minister of Justice and, where appropriate, submitted to the Metropolitan 

Court of Budapest. The obligation to block access rests with the ISP providing 

connectivity. The transparency of the procedure is ensured as the decision of the 

court is served by way of publication and is thus accessible to the public. Judicial 

appeal is available against an order of permanent blocking;  

 in IT, the National Centre for Combating Child Pornography on the Internet 

provides ISPs with a list of child pornography sites, to which they prevent access 

using filtering tools and related technology. The sites to which access is blocked 

will display a ‘stop page’ indicating the reasons for blocking; and 

 in the UK (England/Wales, Northern Ireland and Scotland), measures to block 

access to such webpages are taken through IWF, which works as a private self-

regulatory body that makes recommendations to have content blocked or filtered. 

There is an appeals process whereby anyone with a legitimate association with or 

interest in the content in question can contest the accuracy of the assessment. In 

the UK (Gibraltar), the Gibraltar Regulatory Authority may, in conjunction with 

IPSs, block access to web pages that contain or disseminate child pornography to 

users in Gibraltar. Such measures must be transparent, limited to what is strictly 

necessary, proportionate and reasoned.  

In BG, CY, CZ, IE, MT, PT and SE the information provided on safeguards applicable 

to blocking measures was not conclusive and will require further examination.  
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3. CONCLUSION AND NEXT STEPS 

The Commission acknowledges the significant efforts made by the Member States in the 

transposition of Article 25 of the Directive.  

There is still room, however, to use its potential to the full by continuing to work on its 

complete and correct implementation across Member States. Some key challenges ahead 

include ensuring that child sexual abuse material in Member States’ territory is removed 

promptly and that adequate safeguards are provided where the Member State opts to take 

measures to block access to Internet users within its territory to web pages containing 

child sexual abuse material.     

Therefore, for the time being, the Commission has no plans to propose amendments to 

Article 25 or complementary legislation. It will instead focus its efforts on ensuring that 

children benefit from the full added value of the Article, through its complete 

transposition and implementation by Member States.  

That said, in its recent Communication on Online Platforms,
23

 the Commission 

highlighted the need to sustain and develop multi-stakeholder engagement processes 

aimed at finding common solutions to voluntarily detect and fight illegal material online 

and committed to reviewing the need for formal notice and action procedures. 

The Commission will continue to provide support to Member States to ensure a 

satisfactory level of transposition and implementation. This includes monitoring that 

national measures comply with the corresponding provisions in the Article and 

facilitating the exchange of best practices. Where necessary, the Commission will make 

use of its enforcement powers under the Treaties through infringement procedures. 

                                                 
23 Communication on Online Platforms and the Digital Single Market Opportunities and Challenges for 

Europe (COM/2016/288), of 25 May 2016. 
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Preamble

The member States of the Council of Europe and the other signatories hereto;

Considering that the aim of the Council of Europe is to achieve a greater unity between its 
members;

Considering that every child has the right to such measures of protection as are required by 
his or her status as a minor, on the part of his or her family, society and the State;

Observing that the sexual exploitation of children, in particular child pornography and 
prostitution, and all forms of sexual abuse of children, including acts which are committed 
abroad, are destructive to children’s health and psycho-social development;

Observing that the sexual exploitation and sexual abuse of children have grown to worrying 
proportions at both national and international level, in particular as regards the increased use 
by both children and perpetrators of information and communication technologies (ICTs), and 
that preventing and combating such sexual exploitation and sexual abuse of children require 
international co-operation;

Considering that the well-being and best interests of children are fundamental values shared 
by all member States and must be promoted without any discrimination;

Recalling the Action Plan adopted at the 3rd Summit of Heads of State and Governments of 
the Council of Europe (Warsaw, 16-17 May 2005), calling for the elaboration of measures to 
stop sexual exploitation of children;

Recalling in particular the Committee of Ministers Recommendation No. R (91) 11 concerning 
sexual exploitation, pornography and prostitution of, and trafficking in, children and young 
adults, Recommendation Rec(2001)16 on the protection of children against sexual 
exploitation, and the Convention on Cybercrime (ETS No. 185), especially Article 9 thereof, as 
well as the Council of Europe Convention on Action against Trafficking in Human Beings 
(CETS No. 197);

Bearing in mind the Convention for the Protection of Human Rights and Fundamental 
Freedoms (1950, ETS No. 5), the revised European Social Charter (1996, ETS No. 163), and 
the European Convention on the Exercise of Children’s Rights (1996, ETS No. 160);

_____
(*) The Treaty of Lisbon amending the Treaty on European Union and the Treaty establishing the European 

Community entered into force on 1 December 2009. As a consequence, as from that date, any 
reference to the European Economic Community shall be read as the European Union.
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Also bearing in mind the United Nations Convention on the Rights of the Child, especially 
Article 34 thereof, the Optional Protocol on the sale of children, child prostitution and child 
pornography, the Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially 
Women and Children, supplementing the United Nations Convention against Transnational 
Organized Crime, as well as the International Labour Organization Convention concerning the 
Prohibition and Immediate Action for the Elimination of the Worst Forms of Child Labour;

Bearing in mind the Council of the European Union Framework Decision on combating the 
sexual exploitation of children and child pornography (2004/68/JHA), the Council of the 
European Union Framework Decision on the standing of victims in criminal proceedings 
(2001/220/JHA), and the Council of the European Union Framework Decision on combating 
trafficking in human beings (2002/629/JHA);

Taking due account of other relevant international instruments and programmes in this field, in 
particular the Stockholm Declaration and Agenda for Action, adopted at the 1st World 
Congress against Commercial Sexual Exploitation of Children (27-31 August 1996), the 
Yokohama Global Commitment adopted at the 2nd World Congress against Commercial 
Sexual Exploitation of Children (17-20 December 2001), the Budapest Commitment and Plan 
of Action, adopted at the preparatory Conference for the 2nd World Congress against 
Commercial Sexual Exploitation of Children (20-21 November 2001), the United Nations 
General Assembly Resolution S-27/2 “A world fit for children” and the three-year programme 
“Building a Europe for and with children”, adopted following the 3rd Summit and launched by 
the Monaco Conference (4-5 April 2006);

Determined to contribute effectively to the common goal of protecting children against sexual 
exploitation and sexual abuse, whoever the perpetrator may be, and of providing assistance 
to victims;

Taking into account the need to prepare a comprehensive international instrument focusing 
on the preventive, protective and criminal law aspects of the fight against all forms of sexual 
exploitation and sexual abuse of children and setting up a specific monitoring mechanism,

Have agreed as follows:

Chapter I – Purposes, non-discrimination principle and definitions

Article 1 – Purposes 

1 The purposes of this Convention are to:

a prevent and combat sexual exploitation and sexual abuse of children;

b protect the rights of child victims of sexual exploitation and sexual abuse;

c promote national and international co-operation against sexual exploitation and sexual 
abuse of children.

2 In order to ensure effective implementation of its provisions by the Parties, this Convention 
sets up a specific monitoring mechanism.

Article 2 – Non-discrimination principle

The implementation of the provisions of this Convention by the Parties, in particular the 
enjoyment of measures to protect the rights of victims, shall be secured without discrimination 
on any ground such as sex, race, colour, language, religion, political or other opinion, national 
or social origin, association with a national minority, property, birth, sexual orientation, state of 
health, disability or other status.
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Article 3 – Definitions

For the purposes of this Convention:

a “child” shall mean any person under the age of 18 years;

b “sexual exploitation and sexual abuse of children” shall include the behaviour as referred 
to in Articles 18 to 23 of this Convention;

c “victim” shall mean any child subject to sexual exploitation or sexual abuse.

Chapter II – Preventive measures

Article 4 – Principles

Each Party shall take the necessary legislative or other measures to prevent all forms of 
sexual exploitation and sexual abuse of children and to protect children.

Article 5 – Recruitment, training and awareness raising of persons working in 
contact with children

1 Each Party shall take the necessary legislative or other measures to encourage awareness of 
the protection and rights of children among persons who have regular contacts with children 
in the education, health, social protection, judicial and law-enforcement sectors and in areas 
relating to sport, culture and leisure activities.

2 Each Party shall take the necessary legislative or other measures to ensure that the persons 
referred to in paragraph 1 have an adequate knowledge of sexual exploitation and sexual 
abuse of children, of the means to identify them and of the possibility mentioned in Article 12, 
paragraph 1.

3 Each Party shall take the necessary legislative or other measures, in conformity with its 
internal law, to ensure that the conditions to accede to those professions whose exercise 
implies regular contacts with children ensure that the candidates to these professions have 
not been convicted of acts of sexual exploitation or sexual abuse of children.

Article 6 – Education for children

Each Party shall take the necessary legislative or other measures to ensure that children, 
during primary and secondary education, receive information on the risks of sexual 
exploitation and sexual abuse, as well as on the means to protect themselves, adapted to 
their evolving capacity. This information, provided in collaboration with parents, where 
appropriate, shall be given within a more general context of information on sexuality and shall 
pay special attention to situations of risk, especially those involving the use of new information 
and communication technologies.

Article 7 – Preventive intervention programmes or measures

Each Party shall ensure that persons who fear that they might commit any of the offences 
established in accordance with this Convention may have access, where appropriate, to 
effective intervention programmes or measures designed to evaluate and prevent the risk of 
offences being committed.
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Article 8 – Measures for the general public

1 Each Party shall promote or conduct awareness raising campaigns addressed to the general 
public providing information on the phenomenon of sexual exploitation and sexual abuse of 
children and on the preventive measures which can be taken.

2 Each Party shall take the necessary legislative or other measures to prevent or prohibit the 
dissemination of materials advertising the offences established in accordance with this 
Convention.

Article 9 – Participation of children, the private sector, the media and civil society

1 Each Party shall encourage the participation of children, according to their evolving capacity, 
in the development and the implementation of state policies, programmes or others initiatives 
concerning the fight against sexual exploitation and sexual abuse of children.

2 Each Party shall encourage the private sector, in particular the information and 
communication technology sector, the tourism and travel industry and the banking and 
finance sectors, as well as civil society, to participate in the elaboration and implementation of 
policies to prevent sexual exploitation and sexual abuse of children and to implement internal 
norms through self-regulation or co-regulation.

3 Each Party shall encourage the media to provide appropriate information concerning all 
aspects of sexual exploitation and sexual abuse of children, with due respect for the
independence of the media and freedom of the press.

4 Each Party shall encourage the financing, including, where appropriate, by the creation of 
funds, of the projects and programmes carried out by civil society aiming at preventing and 
protecting children from sexual exploitation and sexual abuse.

Chapter III – Specialised authorities and co-ordinating bodies

Article 10 – National measures of co-ordination and collaboration

1 Each Party shall take the necessary measures to ensure the co-ordination on a national or 
local level between the different agencies in charge of the protection from, the prevention of 
and the fight against sexual exploitation and sexual abuse of children, notably the education 
sector, the health sector, the social services and the law-enforcement and judicial authorities.

2 Each Party shall take the necessary legislative or other measures to set up or designate:

a independent competent national or local institutions for the promotion and protection of 
the rights of the child, ensuring that they are provided with specific resources and 
responsibilities;

b mechanisms for data collection or focal points, at the national or local levels and in 
collaboration with civil society, for the purpose of observing and evaluating the 
phenomenon of sexual exploitation and sexual abuse of children, with due respect for the 
requirements of personal data protection.

3 Each Party shall encourage co-operation between the competent state authorities, civil 
society and the private sector, in order to better prevent and combat sexual exploitation and 
sexual abuse of children.
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Chapter IV – Protective measures and assistance to victims

Article 11 – Principles

1 Each Party shall establish effective social programmes and set up multidisciplinary structures 
to provide the necessary support for victims, their close relatives and for any person who is 
responsible for their care.

2 Each Party shall take the necessary legislative or other measures to ensure that when the 
age of the victim is uncertain and there are reasons to believe that the victim is a child, the 
protection and assistance measures provided for children shall be accorded to him or her 
pending verification of his or her age.

Article 12 – Reporting suspicion of sexual exploitation or sexual abuse

1 Each Party shall take the necessary legislative or other measures to ensure that the 
confidentiality rules imposed by internal law on certain professionals called upon to work in 
contact with children do not constitute an obstacle to the possibility, for those professionals, of 
their reporting to the services responsible for child protection any situation where they have 
reasonable grounds for believing that a child is the victim of sexual exploitation or sexual 
abuse.

2 Each Party shall take the necessary legislative or other measures to encourage any person 
who knows about or suspects, in good faith, sexual exploitation or sexual abuse of children to 
report these facts to the competent services.

Article 13 – Helplines

Each Party shall take the necessary legislative or other measures to encourage and support 
the setting up of information services, such as telephone or Internet helplines, to provide 
advice to callers, even confidentially or with due regard for their anonymity.

Article 14 – Assistance to victims

1 Each Party shall take the necessary legislative or other measures to assist victims, in the 
short and long term, in their physical and psycho-social recovery. Measures taken pursuant to 
this paragraph shall take due account of the child’s views, needs and concerns.

2 Each Party shall take measures, under the conditions provided for by its internal law, to co-
operate with non-governmental organisations, other relevant organisations or other elements 
of civil society engaged in assistance to victims.

3 When the parents or persons who have care of the child are involved in his or her sexual 
exploitation or sexual abuse, the intervention procedures taken in application of Article 11, 
paragraph 1, shall include:

– the possibility of removing the alleged perpetrator;

– the possibility of removing the victim from his or her family environment. The conditions 
and duration of such removal shall be determined in accordance with the best interests 
of the child.

4 Each Party shall take the necessary legislative or other measures to ensure that the persons 
who are close to the victim may benefit, where appropriate, from therapeutic assistance, 
notably emergency psychological care.
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Chapter V – Intervention programmes or measures

Article 15 – General principles

1 Each Party shall ensure or promote, in accordance with its internal law, effective intervention 
programmes or measures for the persons referred to in Article 16, paragraphs 1 and 2, with a 
view to preventing and minimising the risks of repeated offences of a sexual nature against 
children. Such programmes or measures shall be accessible at any time during the 
proceedings, inside and outside prison, according to the conditions laid down in internal law.

2 Each Party shall ensure or promote, in accordance with its internal law, the development of 
partnerships or other forms of co-operation between the competent authorities, in particular 
health-care services and the social services, and the judicial authorities and other bodies 
responsible for following the persons referred to in Article 16, paragraphs 1 and 2.

3 Each Party shall provide, in accordance with its internal law, for an assessment of the 
dangerousness and possible risks of repetition of the offences established in accordance with 
this Convention, by the persons referred to in Article 16, paragraphs 1 and 2, with the aim of 
identifying appropriate programmes or measures.

4 Each Party shall provide, in accordance with its internal law, for an assessment of the 
effectiveness of the programmes and measures implemented.

Article 16 – Recipients of intervention programmes and measures

1 Each Party shall ensure, in accordance with its internal law, that persons subject to criminal 
proceedings for any of the offences established in accordance with this Convention may have 
access to the programmes or measures mentioned in Article 15, paragraph 1, under 
conditions which are neither detrimental nor contrary to the rights of the defence and to the 
requirements of a fair and impartial trial, and particularly with due respect for the rules 
governing the principle of the presumption of innocence.

2 Each Party shall ensure, in accordance with its internal law, that persons convicted of any of 
the offences established in accordance with this Convention may have access to the 
programmes or measures mentioned in Article 15, paragraph 1.

3 Each Party shall ensure, in accordance with its internal law, that intervention programmes or 
measures are developed or adapted to meet the developmental needs of children who 
sexually offend, including those who are below the age of criminal responsibility, with the aim 
of addressing their sexual behavioural problems.

Article 17 – Information and consent

1 Each Party shall ensure, in accordance with its internal law, that the persons referred to in 
Article 16 to whom intervention programmes or measures have been proposed are fully 
informed of the reasons for the proposal and consent to the programme or measure in full 
knowledge of the facts.

2 Each Party shall ensure, in accordance with its internal law, that persons to whom intervention 
programmes or measures have been proposed may refuse them and, in the case of convicted 
persons, that they are made aware of the possible consequences a refusal might have.
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Chapter VI – Substantive criminal law

Article 18 – Sexual abuse

1 Each Party shall take the necessary legislative or other measures to ensure that the following 
intentional conduct is criminalised:

a engaging in sexual activities with a child who, according to the relevant provisions of 
national law, has not reached the legal age for sexual activities;

b engaging in sexual activities with a child where:

– use is made of coercion, force or threats; or

– abuse is made of a recognised position of trust, authority or influence over the child, 
including within the family; or

– abuse is made of a particularly vulnerable situation of the child, notably because of 
a mental or physical disability or a situation of dependence.

2 For the purpose of paragraph 1 above, each Party shall decide the age below which it is 
prohibited to engage in sexual activities with a child.

3 The provisions of paragraph 1.a are not intended to govern consensual sexual activities 
between minors.

Article 19 – Offences concerning child prostitution

1 Each Party shall take the necessary legislative or other measures to ensure that the following 
intentional conduct is criminalised:

a recruiting a child into prostitution or causing a child to participate in prostitution;

b coercing a child into prostitution or profiting from or otherwise exploiting a child for such 
purposes;

c having recourse to child prostitution.

2 For the purpose of the present article, the term “child prostitution” shall mean the fact of using 
a child for sexual activities where money or any other form of remuneration or consideration is 
given or promised as payment, regardless if this payment, promise or consideration is made 
to the child or to a third person.

Article 20 – Offences concerning child pornography

1 Each Party shall take the necessary legislative or other measures to ensure that the following 
intentional conduct, when committed without right, is criminalised:

a producing child pornography;

b offering or making available child pornography;

c distributing or transmitting child pornography;

d procuring child pornography for oneself or for another person;
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e possessing child pornography;

f knowingly obtaining access, through information and communication technologies, to 
child pornography.

2 For the purpose of the present article, the term “child pornography” shall mean any material 
that visually depicts a child engaged in real or simulated sexually explicit conduct or any 
depiction of a child’s sexual organs for primarily sexual purposes.

3 Each Party may reserve the right not to apply, in whole or in part, paragraph 1.a and e to the 
production and possession of pornographic material:

– consisting exclusively of simulated representations or realistic images of a non-existent 
child;

– involving children who have reached the age set in application of Article 18, paragraph 2, 
where these images are produced and possessed by them with their consent and solely 
for their own private use.

4 Each Party may reserve the right not to apply, in whole or in part, paragraph 1.f.

Article 21 – Offences concerning the participation of a child in pornographic 
performances

1 Each Party shall take the necessary legislative or other measures to ensure that the following 
intentional conduct is criminalised:

a recruiting a child into participating in pornographic performances or causing a child to 
participate in such performances;

b coercing a child into participating in pornographic performances or profiting from or 
otherwise exploiting a child for such purposes;

c knowingly attending pornographic performances involving the participation of children.

2 Each Party may reserve the right to limit the application of paragraph 1.c to cases where 
children have been recruited or coerced in conformity with paragraph 1.a or b.

Article 22 – Corruption of children

Each Party shall take the necessary legislative or other measures to criminalise the intentional 
causing, for sexual purposes, of a child who has not reached the age set in application of 
Article 18, paragraph 2, to witness sexual abuse or sexual activities, even without having to 
participate.

Article 23 – Solicitation of children for sexual purposes

Each Party shall take the necessary legislative or other measures to criminalise the intentional 
proposal, through information and communication technologies, of an adult to meet a child 
who has not reached the age set in application of Article 18, paragraph 2, for the purpose of 
committing any of the offences established in accordance with Article 18, paragraph 1.a, or 
Article 20, paragraph 1.a, against him or her, where this proposal has been followed by 
material acts leading to such a meeting.
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Article 24 – Aiding or abetting and attempt

1 Each Party shall take the necessary legislative or other measures to establish as criminal 
offences, when committed intentionally, aiding or abetting the commission of any of the 
offences established in accordance with this Convention.

2 Each Party shall take the necessary legislative or other measures to establish as criminal 
offences, when committed intentionally, attempts to commit the offences established in 
accordance with this Convention.

3 Each Party may reserve the right not to apply, in whole or in part, paragraph 2 to offences
established in accordance with Article 20, paragraph 1.b, d, e and f, Article 21, paragraph 1.c, 
Article 22 and Article 23.

Article 25 – Jurisdiction

1 Each Party shall take the necessary legislative or other measures to establish jurisdiction over 
any offence established in accordance with this Convention, when the offence is committed:

a in its territory; or
b on board a ship flying the flag of that Party; or
c on board an aircraft registered under the laws of that Party; or
d by one of its nationals; or
e by a person who has his or her habitual residence in its territory.

2 Each Party shall endeavour to take the necessary legislative or other measures to establish 
jurisdiction over any offence established in accordance with this Convention where the
offence is committed against one of its nationals or a person who has his or her habitual 
residence in its territory.

3 Each Party may, at the time of signature or when depositing its instrument of ratification, 
acceptance, approval or accession, by a declaration addressed to the Secretary General of 
the Council of Europe, declare that it reserves the right not to apply or to apply only in specific 
cases or conditions the jurisdiction rules laid down in paragraph 1.e of this article.

4 For the prosecution of the offences established in accordance with Articles 18, 19, 20, 
paragraph 1.a, and 21, paragraph 1.a and b, of this Convention, each Party shall take the 
necessary legislative or other measures to ensure that its jurisdiction as regards paragraph 
1.d is not subordinated to the condition that the acts are criminalised at the place where they 
were performed.

5 Each Party may, at the time of signature or when depositing its instrument of ratification, 
acceptance, approval or accession, by a declaration addressed to the Secretary General of 
the Council of Europe, declare that it reserves the right to limit the application of paragraph 4 
of this article, with regard to offences established in accordance with Article 18, paragraph 
1.b, second and third indents, to cases where its national has his or her habitual residence in 
its territory.

6 For the prosecution of the offences established in accordance with Articles 18, 19, 20, 
paragraph 1.a, and 21 of this Convention, each Party shall take the necessary legislative or 
other measures to ensure that its jurisdiction as regards paragraphs 1.d and e is not 
subordinated to the condition that the prosecution can only be initiated following a report from 
the victim or a denunciation from the State of the place where the offence was committed.



CETS 201 – Protection of Children against Sexual Exploitation and Sexual Abuse, 25.X.2007
__________________________________________________________________________________

10

7 Each Party shall take the necessary legislative or other measures to establish jurisdiction over 
the offences established in accordance with this Convention, in cases where an alleged 
offender is present on its territory and it does not extradite him or her to another Party, solely 
on the basis of his or her nationality.

8 When more than one Party claims jurisdiction over an alleged offence established in 
accordance with this Convention, the Parties involved shall, where appropriate, consult with a 
view to determining the most appropriate jurisdiction for prosecution.

9 Without prejudice to the general rules of international law, this Convention does not exclude 
any criminal jurisdiction exercised by a Party in accordance with its internal law.

Article 26 – Corporate liability

1 Each Party shall take the necessary legislative or other measures to ensure that a legal 
person can be held liable for an offence established in accordance with this Convention, 
committed for its benefit by any natural person, acting either individually or as part of an organ 
of the legal person, who has a leading position within the legal person, based on:

a power of representation of the legal person;
b an authority to take decisions on behalf of the legal person;
c an authority to exercise control within the legal person.

2 Apart from the cases already provided for in paragraph 1, each Party shall take the necessary 
legislative or other measures to ensure that a legal person can be held liable where the lack 
of supervision or control by a natural person referred to in paragraph 1 has made possible the 
commission of an offence established in accordance with this Convention for the benefit of 
that legal person by a natural person acting under its authority.

3 Subject to the legal principles of the Party, the liability of a legal person may be criminal, civil 
or administrative.

4 Such liability shall be without prejudice to the criminal liability of the natural persons who have 
committed the offence.

Article 27 – Sanctions and measures

1 Each Party shall take the necessary legislative or other measures to ensure that the offences 
established in accordance with this Convention are punishable by effective, proportionate and 
dissuasive sanctions, taking into account their seriousness. These sanctions shall include 
penalties involving deprivation of liberty which can give rise to extradition.

2 Each Party shall take the necessary legislative or other measures to ensure that legal persons 
held liable in accordance with Article 26 shall be subject to effective, proportionate and 
dissuasive sanctions which shall include monetary criminal or non-criminal fines and may 
include other measures, in particular:

a exclusion from entitlement to public benefits or aid;
b temporary or permanent disqualification from the practice of commercial activities;
c placing under judicial supervision;
d judicial winding-up order.

3 Each Party shall take the necessary legislative or other measures to:

a provide for the seizure and confiscation of:
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– goods, documents and other instrumentalities used to commit the offences, 
established in accordance with this Convention or to facilitate their commission;

– proceeds derived from such offences or property the value of which corresponds to 
such proceeds;

b enable the temporary or permanent closure of any establishment used to carry out any of 
the offences established in accordance with this Convention, without prejudice to the 
rights of bona fide third parties, or to deny the perpetrator, temporarily or permanently, 
the exercise of the professional or voluntary activity involving contact with children in the 
course of which the offence was committed.

4 Each Party may adopt other measures in relation to perpetrators, such as withdrawal of 
parental rights or monitoring or supervision of convicted persons.

5 Each Party may establish that the proceeds of crime or property confiscated in accordance 
with this article can be allocated to a special fund in order to finance prevention and 
assistance programmes for victims of any of the offences established in accordance with this 
Convention.

Article 28 – Aggravating circumstances

Each Party shall take the necessary legislative or other measures to ensure that the following 
circumstances, in so far as they do not already form part of the constituent elements of the 
offence, may, in conformity with the relevant provisions of internal law, be taken into 
consideration as aggravating circumstances in the determination of the sanctions in relation to 
the offences established in accordance with this Convention:

a the offence seriously damaged the physical or mental health of the victim;

b the offence was preceded or accompanied by acts of torture or serious violence;

c the offence was committed against a particularly vulnerable victim;

d the offence was committed by a member of the family, a person cohabiting with the child 
or a person having abused his or her authority;

e the offence was committed by several people acting together;

f the offence was committed within the framework of a criminal organisation;

g the perpetrator has previously been convicted of offences of the same nature.

Article 29 – Previous convictions

Each Party shall take the necessary legislative or other measures to provide for the possibility 
to take into account final sentences passed by another Party in relation to the offences 
established in accordance with this Convention when determining the sanctions.

Chapter VII – Investigation, prosecution and procedural law

Article 30 – Principles

1 Each Party shall take the necessary legislative or other measures to ensure that 
investigations and criminal proceedings are carried out in the best interests and respecting 
the rights of the child.
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2 Each Party shall adopt a protective approach towards victims, ensuring that the investigations 
and criminal proceedings do not aggravate the trauma experienced by the child and that the 
criminal justice response is followed by assistance, where appropriate.

3 Each Party shall ensure that the investigations and criminal proceedings are treated as 
priority and carried out without any unjustified delay.

4 Each Party shall ensure that the measures applicable under the current chapter are not 
prejudicial to the rights of the defence and the requirements of a fair and impartial trial, in 
conformity with Article 6 of the Convention for the Protection of Human Rights and 
Fundamental Freedoms.

5 Each Party shall take the necessary legislative or other measures, in conformity with the 
fundamental principles of its internal law:

– to ensure an effective investigation and prosecution of offences established in 
accordance with this Convention, allowing, where appropriate, for the possibility of covert 
operations;

– to enable units or investigative services to identify the victims of the offences established 
in accordance with Article 20, in particular by analysing child pornography material, such 
as photographs and audiovisual recordings transmitted or made available through the 
use of information and communication technologies.

Article 31 – General measures of protection

1 Each Party shall take the necessary legislative or other measures to protect the rights and 
interests of victims, including their special needs as witnesses, at all stages of investigations 
and criminal proceedings, in particular by:

a informing them of their rights and the services at their disposal and, unless they do not 
wish to receive such information, the follow-up given to their complaint, the charges, the 
general progress of the investigation or proceedings, and their role therein as well as the 
outcome of their cases;

b ensuring, at least in cases where the victims and their families might be in danger, that 
they may be informed, if necessary, when the person prosecuted or convicted is 
released temporarily or definitively;

c enabling them, in a manner consistent with the procedural rules of internal law, to be 
heard, to supply evidence and to choose the means of having their views, needs and 
concerns presented, directly or through an intermediary, and considered;

d providing them with appropriate support services so that their rights and interests are 
duly presented and taken into account;

e protecting their privacy, their identity and their image and by taking measures in 
accordance with internal law to prevent the public dissemination of any information that 
could lead to their identification;

f providing for their safety, as well as that of their families and witnesses on their behalf, 
from intimidation, retaliation and repeat victimisation;

g ensuring that contact between victims and perpetrators within court and law enforcement 
agency premises is avoided, unless the competent authorities establish otherwise in the 
best interests of the child or when the investigations or proceedings require such contact.
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2 Each Party shall ensure that victims have access, as from their first contact with the 
competent authorities, to information on relevant judicial and administrative proceedings.

3 Each Party shall ensure that victims have access, provided free of charge where warranted, 
to legal aid when it is possible for them to have the status of parties to criminal proceedings.

4 Each Party shall provide for the possibility for the judicial authorities to appoint a special 
representative for the victim when, by internal law, he or she may have the status of a party to 
the criminal proceedings and where the holders of parental responsibility are precluded from 
representing the child in such proceedings as a result of a conflict of interest between them 
and the victim.

5 Each Party shall provide, by means of legislative or other measures, in accordance with the 
conditions provided for by its internal law, the possibility for groups, foundations, associations 
or governmental or non-governmental organisations, to assist and/or support the victims with 
their consent during criminal proceedings concerning the offences established in accordance 
with this Convention.

6 Each Party shall ensure that the information given to victims in conformity with the provisions 
of this article is provided in a manner adapted to their age and maturity and in a language that 
they can understand.

Article 32 – Initiation of proceedings

Each Party shall take the necessary legislative or other measures to ensure that 
investigations or prosecution of offences established in accordance with this Convention shall 
not be dependent upon the report or accusation made by a victim, and that the proceedings 
may continue even if the victim has withdrawn his or her statements.

Article 33 – Statute of limitation

Each Party shall take the necessary legislative or other measures to ensure that the statute of 
limitation for initiating proceedings with regard to the offences established in accordance with 
Articles 18, 19, paragraph 1.a and b, and 21, paragraph 1.a and b, shall continue for a period 
of time sufficient to allow the efficient starting of proceedings after the victim has reached the 
age of majority and which is commensurate with the gravity of the crime in question.

Article 34 – Investigations

1 Each Party shall adopt such measures as may be necessary to ensure that persons, units or 
services in charge of investigations are specialised in the field of combating sexual 
exploitation and sexual abuse of children or that persons are trained for this purpose. Such 
units or services shall have adequate financial resources.

2 Each Party shall take the necessary legislative or other measures to ensure that uncertainty 
as to the actual age of the victim shall not prevent the initiation of criminal investigations.

Article 35 – Interviews with the child

1 Each Party shall take the necessary legislative or other measures to ensure that:

a interviews with the child take place without unjustified delay after the facts have been 
reported to the competent authorities;

b interviews with the child take place, where necessary, in premises designed or adapted 
for this purpose;
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c interviews with the child are carried out by professionals trained for this purpose;

d the same persons, if possible and where appropriate, conduct all interviews with the 
child;

e the number of interviews is as limited as possible and in so far as strictly necessary for 
the purpose of criminal proceedings;

f the child may be accompanied by his or her legal representative or, where appropriate, 
an adult of his or her choice, unless a reasoned decision has been made to the contrary 
in respect of that person.

2 Each Party shall take the necessary legislative or other measures to ensure that all interviews 
with the victim or, where appropriate, those with a child witness, may be videotaped and that 
these videotaped interviews may be accepted as evidence during the court proceedings, 
according to the rules provided by its internal law.

3 When the age of the victim is uncertain and there are reasons to believe that the victim is a 
child, the measures established in paragraphs 1 and 2 shall be applied pending verification of 
his or her age.

Article 36 – Criminal court proceedings

1 Each Party shall take the necessary legislative or other measures, with due respect for the 
rules governing the autonomy of legal professions, to ensure that training on children’s rights 
and sexual exploitation and sexual abuse of children is available for the benefit of all persons 
involved in the proceedings, in particular judges, prosecutors and lawyers.

2 Each Party shall take the necessary legislative or other measures to ensure, according to the 
rules provided by its internal law, that:

a the judge may order the hearing to take place without the presence of the public;

b the victim may be heard in the courtroom without being present, notably through the use 
of appropriate communication technologies.

Chapter VIII – Recording and storing of data

Article 37 – Recording and storing of national data on convicted sexual offenders

1 For the purposes of prevention and prosecution of the offences established in accordance 
with this Convention, each Party shall take the necessary legislative or other measures to 
collect and store, in accordance with the relevant provisions on the protection of personal data 
and other appropriate rules and guarantees as prescribed by domestic law, data relating to 
the identity and to the genetic profile (DNA) of persons convicted of the offences established 
in accordance with this Convention.

2 Each Party shall, at the time of signature or when depositing its instrument of ratification, 
acceptance, approval or accession, communicate to the Secretary General of the Council of 
Europe the name and address of a single national authority in charge for the purposes of 
paragraph 1.

3 Each Party shall take the necessary legislative or other measures to ensure that the 
information referred to in paragraph 1 can be transmitted to the competent authority of 
another Party, in conformity with the conditions established in its internal law and the relevant 
international instruments.
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Chapter IX – International co-operation

Article 38 – General principles and measures for international co-operation

1 The Parties shall co-operate with each other, in accordance with the provisions of this 
Convention, and through the application of relevant applicable international and regional 
instruments, arrangements agreed on the basis of uniform or reciprocal legislation and 
internal laws, to the widest extent possible, for the purpose of:

a preventing and combating sexual exploitation and sexual abuse of children;

b protecting and providing assistance to victims;

c investigations or proceedings concerning the offences established in accordance with 
this Convention.

2 Each Party shall take the necessary legislative or other measures to ensure that victims of an 
offence established in accordance with this Convention in the territory of a Party other than 
the one where they reside may make a complaint before the competent authorities of their 
State of residence.

3 If a Party that makes mutual legal assistance in criminal matters or extradition conditional on 
the existence of a treaty receives a request for legal assistance or extradition from a Party 
with which it has not concluded such a treaty, it may consider this Convention the legal basis 
for mutual legal assistance in criminal matters or extradition in respect of the offences 
established in accordance with this Convention.

4 Each Party shall endeavour to integrate, where appropriate, prevention and the fight against 
sexual exploitation and sexual abuse of children in assistance programmes for development 
provided for the benefit of third states.

Chapter X – Monitoring mechanism

Article 39 – Committee of the Parties

1 The Committee of the Parties shall be composed of representatives of the Parties to the 
Convention.

2 The Committee of the Parties shall be convened by the Secretary General of the Council of 
Europe. Its first meeting shall be held within a period of one year following the entry into force 
of this Convention for the tenth signatory having ratified it. It shall subsequently meet 
whenever at least one third of the Parties or the Secretary General so requests.

3 The Committee of the Parties shall adopt its own rules of procedure.

Article 40 – Other representatives

1 The Parliamentary Assembly of the Council of Europe, the Commissioner for Human Rights, 
the European Committee on Crime Problems (CDPC), as well as other relevant Council of 
Europe intergovernmental committees, shall each appoint a representative to the Committee 
of the Parties.

2 The Committee of Ministers may invite other Council of Europe bodies to appoint a 
representative to the Committee of the Parties after consulting the latter.
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3 Representatives of civil society, and in particular non-governmental organisations, may be 
admitted as observers to the Committee of the Parties following the procedure established by 
the relevant rules of the Council of Europe.

4 Representatives appointed under paragraphs 1 to 3 above shall participate in meetings of the 
Committee of the Parties without the right to vote.

Article 41 – Functions of the Committee of the Parties

1 The Committee of the Parties shall monitor the implementation of this Convention. The rules 
of procedure of the Committee of the Parties shall determine the procedure for evaluating the 
implementation of this Convention.

2 The Committee of the Parties shall facilitate the collection, analysis and exchange of 
information, experience and good practice between States to improve their capacity to 
prevent and combat sexual exploitation and sexual abuse of children.

3 The Committee of the Parties shall also, where appropriate:

a facilitate the effective use and implementation of this Convention, including the 
identification of any problems and the effects of any declaration or reservation made 
under this Convention;

b express an opinion on any question concerning the application of this Convention and 
facilitate the exchange of information on significant legal, policy or technological 
developments.

4 The Committee of the Parties shall be assisted by the Secretariat of the Council of Europe in 
carrying out its functions pursuant to this article.

5 The European Committee on Crime Problems (CDPC) shall be kept periodically informed 
regarding the activities mentioned in paragraphs 1, 2 and 3 of this article.

Chapter XI – Relationship with other international instruments

Article 42 – Relationship with the United Nations Convention on the Rights of the 
Child and its Optional Protocol on the sale of children, child prostitution 
and child pornography

This Convention shall not affect the rights and obligations arising from the provisions of the 
United Nations Convention on the Rights of the Child and its Optional Protocol on the sale of 
children, child prostitution and child pornography, and is intended to enhance the protection 
afforded by them and develop and complement the standards contained therein.

Article 43 – Relationship with other international instruments

1 This Convention shall not affect the rights and obligations arising from the provisions of other 
international instruments to which Parties to the present Convention are Parties or shall 
become Parties and which contain provisions on matters governed by this Convention and 
which ensure greater protection and assistance for child victims of sexual exploitation or 
sexual abuse.

2 The Parties to the Convention may conclude bilateral or multilateral agreements with one 
another on the matters dealt with in this Convention, for purposes of supplementing or 
strengthening its provisions or facilitating the application of the principles embodied in it.
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3 Parties which are members of the European Union shall, in their mutual relations, apply 
Community and European Union rules in so far as there are Community or European Union 
rules governing the particular subject concerned and applicable to the specific case, without 
prejudice to the object and purpose of the present Convention and without prejudice to its full 
application with other Parties.

Chapter XII – Amendments to the Convention

Article 44 – Amendments

1 Any proposal for an amendment to this Convention presented by a Party shall be 
communicated to the Secretary General of the Council of Europe and forwarded by him or her 
to the member States of the Council of Europe, any signatory, any State Party, the European 
Community, any State invited to sign this Convention in accordance with the provisions of 
Article 45, paragraph 1, and any State invited to accede to this Convention in accordance with 
the provisions of Article 46, paragraph 1.

2 Any amendment proposed by a Party shall be communicated to the European Committee on 
Crime Problems (CDPC), which shall submit to the Committee of Ministers its opinion on that 
proposed amendment.

3 The Committee of Ministers shall consider the proposed amendment and the opinion 
submitted by the CDPC and, following consultation with the non-member States Parties to this 
Convention, may adopt the amendment.

4 The text of any amendment adopted by the Committee of Ministers in accordance with 
paragraph 3 of this article shall be forwarded to the Parties for acceptance.

5 Any amendment adopted in accordance with paragraph 3 of this article shall enter into force 
on the first day of the month following the expiration of a period of one month after the date on 
which all Parties have informed the Secretary General that they have accepted it.

Chapter XIII – Final clauses

Article 45 – Signature and entry into force

1 This Convention shall be open for signature by the member States of the Council of Europe, 
the non-member States which have participated in its elaboration as well as the European 
Community.

2 This Convention is subject to ratification, acceptance or approval. Instruments of ratification, 
acceptance or approval shall be deposited with the Secretary General of the Council of 
Europe.

3 This Convention shall enter into force on the first day of the month following the expiration of a 
period of three months after the date on which 5 signatories, including at least 3 member 
States of the Council of Europe, have expressed their consent to be bound by the Convention 
in accordance with the provisions of the preceding paragraph.

4 In respect of any State referred to in paragraph 1 or the European Community, which 
subsequently expresses its consent to be bound by it, the Convention shall enter into force on 
the first day of the month following the expiration of a period of three months after the date of 
the deposit of its instrument of ratification, acceptance or approval.
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Article 46 – Accession to the Convention

1 After the entry into force of this Convention, the Committee of Ministers of the Council of 
Europe may, after consultation of the Parties to this Convention and obtaining their 
unanimous consent, invite any non-member State of the Council of Europe, which has not 
participated in the elaboration of the Convention, to accede to this Convention by a decision 
taken by the majority provided for in Article 20.d of the Statute of the Council of Europe, and 
by unanimous vote of the representatives of the Contracting States entitled to sit on the 
Committee of Ministers.

2 In respect of any acceding State, the Convention shall enter into force on the first day of the 
month following the expiration of a period of three months after the date of deposit of the 
instrument of accession with the Secretary General of the Council of Europe.

Article 47 – Territorial application

1 Any State or the European Community may, at the time of signature or when depositing its 
instrument of ratification, acceptance, approval or accession, specify the territory or territories 
to which this Convention shall apply.

2 Any Party may, at any later date, by a declaration addressed to the Secretary General of the 
Council of Europe, extend the application of this Convention to any other territory specified in 
the declaration and for whose international relations it is responsible or on whose behalf it is 
authorised to give undertakings. In respect of such territory, the Convention shall enter into 
force on the first day of the month following the expiration of a period of three months after the 
date of receipt of such declaration by the Secretary General.

3 Any declaration made under the two preceding paragraphs may, in respect of any territory 
specified in such declaration, be withdrawn by a notification addressed to the Secretary 
General of the Council of Europe. The withdrawal shall become effective on the first day of 
the month following the expiration of a period of three months after the date of receipt of such 
notification by the Secretary General.

Article 48 – Reservations

No reservation may be made in respect of any provision of this Convention, with the exception of 
the reservations expressly established. Any reservation may be withdrawn at any time.

Article 49 – Denunciation

1 Any Party may, at any time, denounce this Convention by means of a notification addressed 
to the Secretary General of the Council of Europe.

2 Such denunciation shall become effective on the first day of the month following the expiration 
of a period of three months after the date of receipt of the notification by the Secretary 
General.

Article 50 – Notification

The Secretary General of the Council of Europe shall notify the member States of the Council 
of Europe, any State signatory, any State Party, the European Community, any State invited 
to sign this Convention in accordance with the provisions of Article 45 and any State invited to 
accede to this Convention in accordance with the provisions of Article 46 of:

a any signature;

b the deposit of any instrument of ratification, acceptance, approval or accession;
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c any date of entry into force of this Convention in accordance with Articles 45 and 46;

d any amendment adopted in accordance with Article 44 and the date on which such an 
amendment enters into force;

e any reservation made under Article 48;

f any denunciation made in pursuance of the provisions of Article 49;

g any other act, notification or communication relating to this Convention.

In witness whereof the undersigned, being duly authorised thereto, have signed this 
Convention.

Done at Lanzarote, this 25th day of October 2007, in English and in French, both texts being 
equally authentic, in a single copy which shall be deposited in the archives of the Council of 
Europe. The Secretary General of the Council of Europe shall transmit certified copies to each 
member State of the Council of Europe, to the non-member States which have participated in 
the elaboration of this Convention, to the European Community and to any State invited to 
accede to this Convention.
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FOREWORD

Catherine De Bolle
Executive Director of Europol

I am pleased to introduce the 2019 Internet Organised Crime Threat Assessment 
(IOCTA), Europol’s annual presentation of the cybercrime threat landscape, high-
lighting the key developments, threats and trends, as seen by law enforcement 
authorities across Europe. As always, I extend my gratitude to the invaluable contri-
butions from our colleagues within European law enforcement and to our partners 
in private industry and academia for their ongoing support and input.

This year’s IOCTA demonstrates that while we must look ahead to anticipate what 
challenges new technologies, legislation, and criminal innovation may bring, we 
must not forget to look behind us. ‘New’ threats continue to emerge from vulnera-
bilities in established processes and technologies. Moreover, the longevity of cyber 
threats is clear, as many long-standing and established modi operandi persist, 
despite our best efforts. Some threats of yesterday remain relevant today and will 
continue to challenge us tomorrow.

Ransomware maintains its reign as the most widespread and financially damaging 
form of cyber-attack, while criminals continue to defraud e-commerce and attack 
the financial sector. Criminals target and exploit vulnerable minors across the 
globe. All of these crimes seriously impact the physical, financial and psychological 
safety, security and stability of our society and require a coherent and coordinated 
response by law enforcement.

Cybercrime continues to mature and become more audacious, shifting its focus to 
larger and more profitable targets. To tackle it, law enforcement must be equally 
audacious in order to meet the challenge head-on.

To do so, however, law enforcement needs the knowledge, tools and legislation 
required to do so quickly and effectively. As criminals adapt, law enforcement and 
legislators must also innovate in order to stay ahead, and seek to capitalise on new 
and developing technologies. This in turn requires training to produce the special-
ised capabilities required to investigate technically challenging or complex cyber-
crimes, such as those involving the abuse of cryptocurrencies or the dark web. 

Europol is addressing these challenges with its Strategy 2020+. Our agency is at 
the forefront of law enforcement innovation and acts as a knowledge platform for 
the provision of EU policing solutions in relation to encryption, cryptocurrencies 
and other issues. In doing so, we expand the toolbox available to law enforcement 
officers across Europe and beyond, increasing their technical and forensic capabil-
ities. The European Cybercrime Centre (EC3) at Europol is the first port of call for 
cybercrime investigators.

This only enforces the need for greater cooperation and collaboration with the 
private sector and academia, with whom law enforcement shares the responsibility 
for fighting cybercrime, and with the policy-makers who shape our society. 

The IOCTA continues to celebrate the many successes of law enforcement in the 
fight against cybercrime, and the feats that can be achieved from the synergistic 
relationships with its partners in both the public and private sector. I have no doubt 
that such relationships will continue to go from strength to strength, but their full 
potential can only be realised under the right legislative and budgetary conditions. 
We can look forward to reporting further successes in the years to come.
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ABBREVIATIONS

AMLD 5 5th EU Anti-Money Laundering 
Directive

APT Advanced Persistent Threat 

ATM Automated Teller Machine 

BEC Business Email Compromise

C2C Criminal to Criminal

CERT Computer Emergency Response Team

CNP Card Not Present

CPU Central Processing Unit

CSE Child Sexual Exploitation

CSEM Child Sexual Exploitation Material

DDoS Distributed Denial of Service

DMARC Domain-based message 
authentication, reporting and conformance

EBA European Banking Authority

EBF European Banking Federation

EC3 Europol’s European Cybercrime Centre

EMAS Europol Malware Analysis Solution

EMMA European Money Mule Actions

EMPACT European Multidisciplinary Platform 
Against Criminal Threats

EMV Europay, MasterCard and Visa

EPC European Payment Council

FIOD Dutch Fiscal Information and 
Investigative Service

GDPR General Data Protection Regulation

GPU Graphics Processing Unit

I2P Invisible Internet Project

ICANN Internet Corporation for Assigned 
Names and Numbers

IOCTA Internet Organised Crime Threat 
Assessment

IP Internet Protocol

IS Islamic State

JIT Joint Investigation Team

LDCA Live Distant Child Abuse

NCPF Non-Cash Payment Fraud

OCG Organised Crime Group

OSP Online Service Provider

PNR Passenger Name Record

RDP Remote Desktop Protocols

RWE Right-wing extremism

SGEM Self-Generated Explicit Material

SWIFT Society for Worldwide Interbank 
Financial Telecommunications

THB Trafficking in Human Beings

Tor The Onion Router

URL Uniform Resource Locator

VIDTF Victim Identification Task Force

VPN Virtual Private Network
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EXECUTIVE 
SUMMARY

This annual assessment of the 
cybercrime threat landscape highlights 
the persistence and tenacity of a 
number of key threats. In all areas, we 
see how most of the main threats have 
been reported previously, albeit with 
variations in terms of volumes, targets 
and level of sophistication. This is not 
for lack of action on the side of the 
public and the private sector. Rather, 
this persistence demonstrates the 
complexity of countering cybercrime 
and the perspective that criminals only 
innovate when existing modi operandi 
have become unsuccessful. Therefore, 
while much focus in contemporary 
parlance is on the potential impact of 
future technological developments 
on cybercrime, such as Artificial 
Intelligence, we must approach 
cybercrime in a holistic sense. 
Countering cybercrime is as much 
about its present forms as it is about 
future projections*. New threats do 
not only arise from new technologies 
but, as is often demonstrated, come 
from known vulnerabilities in existing 
technologies. 

This year’s IOCTA demonstrates 
that for all cybercrime, data remains 
the key element, both from a crime 
perspective and from an investigative 
perspective. Criminals target data for 
their crimes, making data security 
with respect to organisations and 
awareness of consumers all the more 
important. Data security has taken 

*	 These were usefully explored in Europol’s recent publication “Do Criminals Dream of Electric Sheep? How Technology Shapes the Future of Crime and Law Enforcement” 
(https://www.europol.europa.eu/publications-documents/do-criminals-dream-of-electric-sheep-how-technology-shapes-future-of-crime-and-law-enforcement)

centre stage even more after the 
implementation of the General Data 
Protection Regulation (GDPR). While it 
is too early for a full assessment, the 
response to data breaches — through 
media headlines and high fines — will 
potentially have a positive impact and 
lead to enhanced data security. 

Ransomware remains the top threat 
in this year’s IOCTA. Even though 
we have witnessed a decline in the 
overall volume of ransomware attacks, 
those that do take place are more 
targeted, more profitable and cause 
greater economic damage. As long 
as ransomware provides a relatively 
easy income for cybercriminals, 
and continues to cause significant 
damage and financial losses, it is likely 
to remain the top cybercrime threat. 
In the area of payment fraud, we 
continue to identify card not present 
(CNP) fraud as the main priority — as 
reported by law enforcement and 
confirmed by private sector reporting 
in the payment fraud arena. Criminals 
primarily manage to carry out CNP 
fraud through data gathered from 
data security breaches and social 
engineering. 

Data returns to the discussion of 
other threats as well. A crucial priority 
reported by both Member States 
and the private industry is Business 
Email Compromise (BEC). While 
BEC is not new, it is evolving. This 

scam exploits the way corporations 
do business, taking advantage of 
segregated corporate structures, and 
internal gaps in payment verification 
processes. Such attacks vary by the 
degree of technical tools used. Some 
attacks can successfully employ only 
social engineering, while others deploy 
technical measures such as malware 
and network intrusion. In both cases, 
data is again at the centre of the crime 
scene. 

While using ransomware to deny 
an organisation access to its own 
data may be the primary threat in 
this year’s report, denying others 
access to that organisation’s data 
or services is another significant 
threat. Distributed Denial of Service 
(DDoS) Attacks are yet another data-
focused threat to cope with. Of all 
the motivations behind such attacks, 
those with an extortion element were 
overwhelmingly the most prevalent.

Whereas criminals require data for 
most of their crimes, law enforcement 
needs access to relevant data for 
their investigations. Indeed, the 
ability of law enforcement agencies 
to access the data needed to 
conduct criminal investigations is an 
increasing challenge. This is a result of 
technological developments, such as 
the enhanced use of encryption which 
criminals abuse to obfuscate their 
tracks, as well as cryptocurrencies 
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to hide their illicit earnings. However, 
inaccessibility of relevant data also 
comes due to legislative barriers 
or shortcomings, which we must 
overcome to enhance cross-border 
access to electronic evidence and 
the effectiveness of public-private 
cooperation through facilitated 
information exchange. 

These barriers are often related to the 
principle of territoriality, which sets 
limits to the scope of jurisdiction and 
to the investigative powers which law 
enforcement and judiciary have at 
their disposal under their national law. 
As a result, the tools in the hands of 
investigators and prosecutors do not 
correspond to what would be needed 
to deal with data flows, for which 
questions of territoriality are of no 
relevance. 

At the same time, there is also the ever-
increasing challenge of data overload, 
as we can see in the area of online 
Child Sexual Exploitation (CSE). The 
amount of Child Sexual Exploitation 
Material (CSEM) detected online by 
law enforcement and the private sector 
continues to increase. This increase 
puts a considerable strain on law 
enforcement resources and requires a 
response to ensure that the volume of 
data does not impede law enforcement 
authorities’ responsibility to conduct 
criminal investigations into CSEM. 
This is one example where innovation 
and law enforcement agencies must 
innovate to find ways to digest the 
increasing volumes of data coming in. 

Related challenges also demonstrate 

how the evolution of existing threats is 
often a result of scale. Self-generated 
explicit material (SGEM) is more and 
more common, driven by a growing 
number of minors with access to 
high-quality smartphones. On top 
of this growing access, a lack of 
awareness about the risks on the side 
of minors exacerbates the problem. At 
Europol, through the organisation of 
the first European Youth Day, we have 
specifically aimed to enhance minors’ 
awareness about online risks. The 
online solicitation of children for sexual 
purposes remains a serious threat, with 
a largely unchanged modus operandi in 
terms of grooming and sexual coercion, 
demonstrating again the tenacity of 
existing forms of cybercrime.  

Access to data allows criminals to carry 
out various forms of fraud. Such data 
is also available on the dark web, which 
is often a key enabler of many other 
forms of illegal activity. Within this 
report, it once again becomes evident 
how the dark web underpins many 
crime areas and how investigators 
highlight the phenomenon as a priority. 

Moreover, as the dark web evolves, 
it has become a threat in its own 
right, and not only as a medium for 
the sale of illicit commodities such 
as drugs, firearms or compromised 
data. The impact of law enforcement 
action in this arena is palpable as 
the environment remains in a state 
of flux. As a result, more coordinated 
investigation and prevention actions 
targeting the phenomenon are required, 
demonstrating the ability of law 
enforcement to have a lasting impact 

and deterring users from illicit activity 
on the dark web.

As more and more companies 
outsource areas of their business, 
such as moving more infrastructure to 
third-party cloud services, we expect to 
see a growth in supply chain attacks, 
and the evolution of such attacks to 
become increasingly complex. This 
develops a clear interdependency 
between organisations and leads to 
the necessity of having a higher level of 
cybersecurity across the spectrum to 
ensure the minimisation of successful 
cybercrime attacks. When an attack 
does occur, being prepared to respond 
rapidly is essential. Therefore, building 
on important steps already taken, we 
need to continue to enhance synergies 
between the network and information 
security sector and the cyber law 
enforcement authorities, in order to 
improve the overall cyber resilience of 
the entire cybersecurity ecosystem. 

The IOCTA is a resource for the 
intelligence-led deployment of law 
enforcement resources. It also contains 
recommendations for policy-makers 
and for the orientation of further 
research and prevention measures. 
The diversity and complexity of 
online threats is such the full range 
of public and private actors must 
work together to make progress in 
prevention, legislation, enforcement and 
prosecution. All of these elements are 
necessary in order to disrupt organised 
crime activity and reduce the online 
threat to businesses, governments and, 
above all, EU citizens.
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